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AHHOTALUA

Hactoswun gokymeHT «Cnyxba katanoroB «CeneHra». O6ecneveHme nporpammHoe ans
ynpaeneHusa obbekTamm katanora. PykoBoactso cuctemHoro nporpammucta» RU BPMH.582915-
01 32 01 npegHasHa4vyeH ans 03HaKOMSIEHNA ML, OCYLLECTBIISIOLWNX pa3BEPTbIBAHNE N HACTPOMUKY
nporpamMMHoOro wmsgenuss nog HaumeHoBaHueMm «Cniyxba katanoroB «CeneHra». [OKyMeHT
paspabotaH B cootBeTcTBMM ¢ TOCT 19.503-79 «EgmHaa cuctema nporpammMHON JOKYyMEHTauuK.
PykoBoacCTBO CMCTEMHOrO NporpammMmncTa.

B HacTosileM OOKYMeHTe NpUHATHLI crieayolme 0603HaYeHns:

1) OnemeHTbI 3KpaHHbIX hopM BBOAA 0b6o3HavatTes <floney, <KHonkay unu «FTyHKT MeH10).
2) Knaesuwu knasuatypbl [MOBM obosHavatotcsa [Knasuwa)]. KombuHaumm ogHOBpEMEHHO

Ha)KMMaeMblx knasuw obosHavatoTcs [Knasuwal+Knasuwaz2).
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1. OBIUME CBEOEHUA

1.1. HasHayeHune nporpamMmmsbl

MporpammHoe nsgenue Cnyxba katanoroB «CeneHra» npeacraBnsietr cobon cucremy
ynpasneHus obbektamm katanora LDAP

1.2. ®YHKLMM nporpamMmbl

MporpammHoe msgenue Cnyxba kaTtanoroB «CeneHra» npeacraBnsdetr cobon cucrtemy
ynpasneHusa obbektamu katanora LDAP 1 peanuaytowlyto criegytowime Lenesble QyHKUUK:

1) NMpepocTtaBneHne NpuknNagHoOro NporpaMmMHoOro nHTepdenca, no npotokony LDAP V3;

2) Co3gaHue, nsmeHeHue, yaaneHne n nouck o6 bekToB KaTarnora;

3) XpaHeHue gaHHbIX 06 bEeKTOB KaTasora.

4) YnpaBneHue AoCTynom K o6bekTam Katanora;

5) YnpaBneHue naponbHON NOANTUKON;

6) YnpaBneHne cxeMon JaHHbIX Katanora;

7) ynpaBneHme peI'IJ'II/IKaLI,I/IeIZ 0OBbEKTOB KaTanora ¢ HeCKOSTbKMMM cepBepaMuy;

Cpeaun ocobeHHocTen Cuctembl ynpasneHmst obbektammn kaTtanora «CeneHra» siBnsieTcs
nogaepxka cnegyowmx cnyxo n cneyndukaumm:

1) MocTaBwmk npoTtokona cetesoro BpemeHn (NTP), B cooTBeTCTBUM CO cneumdmrkaumen

RFC 2030;

2) MNMpoTokon onpegeneHna mectononoxeHnss cnyxobosl (SLP), B cooTeBeTctBUM CO

cneundukaumen RFC 2608;

3) MNMocTaBWWMK NpoToKona ceTeBon ayTeHTUduKaumm «Kerberos V5», B COOTBETCTBUM CO

cneundukauynen RFC 1510 gna cnyx0Obl ceTeBon ayteHTUukaummn Kerberos V5.
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1.3. Tpebyemble XxapaKTepPUCTUKN TEXHUYECKUX CPEeaACTB

1.3.1. TpeSyeMble XapakTepuctukmn cpencTts BbIYUCIIUTENIbHON TEXHUKU KOJNEeKTUBHOro

nonb3oBaHuA

Tpebyemble xapaktepuctmkm CBT KONNEKTUBHOIO NONb30BaHNS:

1) MnHnmaneHble TpeboBaHuS:
— LleHTpanbHbIN npoueccop:
(1) ApxutekTypa — Intel x86-64.
(2) Yncno spep, He meHee — 2.
(3) TaktoBas yacTtoTa, 'Tu, He MeHee — 2.
(4) Noppepxka Habopa komaHa SSE4.2.
- 03Y:
(1) EmkocTb, 6anT, He meHee — 4.
— Hakonutenb faHHbIX:
(1) EmkocTb, 6anT, He meHee — 8.
2) PekomeHayemble TpeboBaHus:
— LleHTpanbHbIN npoueccop:
(1) ApxutekTtypa — Intel x86-64.
(2) Yucno sgep, He MeHee — 4 (8 Npu pennukauumn gadHblx mexay LOMO).
(3) TaktoBag yacTtoTa, Ty, He meHee — 3.
(4) Noppepxka Habopa komaHa SSE4.2.
- 03Y:
(1) EmkocTb, '6anT, He MmeHee — 16.
— Hakonutenb gaHHbIX:

(1) EmkocTb, '6anT, He MmeHee — 16.

1.3.2. TpebyeMble XapaKTEPUCTUKN CPEACTB BbIMUCIIUTENbHONW TEXHUKU UHAUBUAYANbHOrO

nonb3oBaHuA

Tpebyemble xapaktepuctukn CBT nHansmayaneHoro nons3osaHus (APM onepaTtopa):

1) Npu paspaboTke nporpamMHbIX U3genuin Ha 6ase pyHKUMOHaNa, NpeaocTaBNAEMOoro
cnyx6on katanoroB «CeneHray:

—M3BM c ceTteBbiM agantepom, obecnevmBaroLLUM MHPOKOMMYHUKALMOHHBIN KaHan, u
XapaKTepuCcTMKaMu, COOTBETCTBYIOLLUMMWN peKOMeHOyeMbIM TpeboBaHWSAM onepaunoHHOM
CUCTEMDI:

(1) Microsoft Windows Bepcun He Huxe 10.
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(2) Apple macOS Bepcum He HMXe 11 «Big Sury.

(3) Linux ¢ agpom Bepcumn 5.4 1 Boilwe 1 rpadomyeckum MHTEPEENCOM.
2) Mpw akcnnyataumm NporpaMmHbIX n3genun Ha 6ase pyHKUMOHana, NpegocTaBnsaemMoro
cnyx6on katanoros «CeneHra:
—M3BM c ceTteBbiM agantepom, obecnevmBaroLLUM MHPOKOMMYHUKALMOHHBIN KaHan, m
XapaKTepUCTMKaMu, COOTBETCTBYHOLLMMN pEKOMEHAYEMbIM TPebOBaHNAM OnepaumMOHHbIX
cuctem, obecnedmBaowmnx QyHKLMOHMPOBaHNe Gpay3epos:

(1) B cpeae OC cemenctea Microsoft Windows:

— Google Chrome Bepcuun He HUXe 67.

— Microsoft Edge Bepcun He Huxe 80.

— Mozilla Firefox Bepcumn He Huxe 67.

(2) B cpeae OC cemenctea Apple macOS:

— Google Chrome Bepcumn He HMXe 67.

— Apple Safari Bepcun He HUxe 11.1.

— Mozilla Firefox Bepcumn He Huxe 67.

(3) B cepege Linux:

— Google Chrome Bepcumn He HMXe 67.

— Microsoft Edge Bepcun He Huxe 80.

— Mozilla Firefox Bepcumn He Huxe 67.
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1.4. MporpammHoe obGecnevyeHne, Heobxoaumoe AnNA (PYHKLMOHUPOBAHUSA

nporpamMmmbl

1.4.1. NMporpaMmmMHoe obecneyeHue, yctaHaBnmBaemoe Ha CBT KonnekTMBHOro nosfib3oBaHus

[ns akcnnyaTaumm cnyx6bl kaTanoros « CeneHra» HeobxoamMMo criegytoLlee nporpaMmMmHoe
obecneyeHune, yctaHasnueaemoe Ha CBT KONNekTMBHOIro Nosnib30BaHUS:

1) OnepaumoHHaga cuctema — Astra Linux 2.12, REDOS 7.3, Debian 11, Ubuntu 20.04 LTS

W BblLle.

2) SSH Server (pexxvm ayTeHTUUKaUUKM N0 UMEHN U NapOro).

3) MakeTbl yTURUT KOMaHAHOW CTPOKN M OBLLIECUCTEMHBIX NMPOrpaMMHbIX cpeacTB — bash,

ifconfig, sysctl, curl, yum, systemctl, yum-config-manager, unzip.

Ansa yctaHoBku cnyx6bl katanoros «CeneHra» Heo6XxoOUMO YyCTaHOBUTbL OMepauMOHHYIO
cuctemy Linux, HacTpouTb SSH Server, nakeTbl yTUAUT KOMaHOHOW CTPOKM M OBLLECUCTEMHbIX
NporpaMMHbIX CPEACTB, yKa3aHHbIX B NepeyHe Bbille.

1.4.2. NMporpammHoe obGecneyvyeHne, YyctaHaBnMBaemoe Ha CBT wuHAaMBuAayanbHoro

nonb3oBaHuUA

Anga akcnnyaTtauuu cnyxbbl katanoroB «CeneHra» HeobxoaMmo cnegytoiee nporpaMmMmHoe
obecrneyeHune, yctaHasnueaemoe Ha CBT nHgmeugyansHoro nons3osaHusa (APM onepatopa):
1) Mpwn paspaboTke nporpamMMHbIX U3genuin Ha Base pyHKUMoHana, npeocTaBfseMoro
cnyx6on katanoroB «CeneHray:
— OnepaunoHHbIE CUCTEMBI:
(1) Microsoft Windows Bepcun He Huxe 10.
(2) Apple macOS Bepcun He Hxe 11 «Big Sur».
(3) Linux ¢ agpom Bepcumn 5.4 1 Boilwe 1 rpadomyeckum NHTEPGENCOM.
2) Mpwn akcnnyaTtauum NporpaMmMHbIX n3genui Ha 6ase yHKUMoHana, npeaoCcTaBiseEMOro
cnyxbon katanoroB «CeneHray:
— CoyeTaHuMe onepaumnoHHbIX cUcTem 1 bpay3epos:
(1) B cpene OC cemencrtaa Microsoft Windows:
— Google Chrome Bepcuun He HUXe 67.
— Microsoft Edge Bepcun He Huxe 80.
— Mozilla Firefox Bepcun He Huxe 67.
(2) B cpege OC cemenctsa Apple macOS:
— Google Chrome Bepcuu He HUXe 67.

— Apple Safari Bepcun He HUxe 11.1.
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— Mozilla Firefox Bepcun He Huxe 67.
(3) B cepege Linux:

— Google Chrome Bepcuun He HWXe 67.
— Microsoft Edge Bepcun He Huxe 80.

— Mozilla Firefox Bepcumn He Huxe 67.
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2. CTPYKTYPA NMPOIrPAMMBI

2.1. ApxuTteKktypa cnyx6bl katanoroB «CeneHra»

B aToM pasgene npeacrtaBneH kpaTtkui 0630p apxutekTypbl CucTeMbl yrpaBneHus
obbekTamu katanora «CeneHray.

B MHMOpPMaLMOHHBIX TEXHOMOIMAX TEPMUH «KaTamor» Ucnonb3yeTtcs Ansi 0003HaYeHUs
ocoboro Bnaa xpaHunuuia gaHHbIX. 3TO NO3BOSISET CTPYKTYPUPOBATb XpaHeHne 1 3a(peKTUBHbIN
NMOUCK OOBLEKTOB, KOTOpPblE 4YacTO MPOUCXOOAT U3 pearnbHoOro mupa (Hanpumep, nogu, UT-
obopygoBaHue). XapakrepucTuka:

— BCe AaHHble XpaHATCS B TaK Ha3blBaeMblIX 3anucsx;
— Habop 3anucen B Katanore obpasyeT AepeBO (Mepapxudeckyto 6asy AaHHbIX).

Cnyxba katanoroB — 3TO pelleHne, KOTopoe npeanaraeT nofb3oBaTensam AOCTyn K
MHpopmauun, xpanswencs B katanore. CnpaBoyHasa cnyxba (areHT Konm-ueHTpa) — XOpOoLUUM
npuMep Takon crny>obl N3 peanbHON XN3HU. B pamkax MH(POPMaLMOHHbBIX TEXHOMOMNN Taknue YyCnyru
00Obl4HO MpPeaocTaBnAlTCA NPOrpaMMHbLIMK KOMMOHEHTamMu. Cnyx6bl kaTanoros obecneyvsaroT
AOCTYN K COOEPXXMMOMY KaTarora 4Yepes 4YeTko onpeneneHHbIin nHTepdgenc. Ecnu ncnonbsyertcs
ceTb, HeobXxoaAMMO onpeaenuTb COOTBETCTBYIOLWMI NpoTokos, npotokon LDAP aBnaetcsa Takum
NPOTOKOSOM.

B wHdopmaumoHHon wmogenu LDAP paHHble XpaHATcsa B 3anucsax, obpasyrowmx
nepapxmyeckyto 4peBOBUAHYIO CTPYKTYPY.

Cnyxb6a katanoros «CeneHra» npeacrtasnseT cobon MoayrbHOe nporpaMmMmHoe nsgenve,
COCTaBHbl€ 4YaCTun KOTOpPOro otTobpaxkaeT PMCyHOK 1.

Hoctyn k Cucteme ynpasneHns obbektamu katanora «CeneHra» MoXeT NPON3BOANTCA NpuU
MOMOLLIN:

— [Mpotokona SOAP (DSML V2);
— [lpoTtokona LDAP V3;
— [Monb3oBaTtenbckoro MHTepdeErica, YTo NO3BONAET obpaLlaTbCa K AaHHbIM.
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Cucrtema ynpaeneHua obbekTamu katanora «CeneHra»

WHTepeRcLl B3aMMOgeHCTENA

(MocTaBwWMEN NPOTOKONA)

i[E s

CMeXHbIE CEPEUCHI Aapo cnyx0el kKaTanora

Cepeep "NTP" EerTEy

"Kerberos™

Cepeep "DHCP™ Cepeep "DNS™
S A

CTpykTypHas cxema Cuctembl ynpaBneHus oobekramu katanora «CeneHra»
PucyHok 1

B kauecTBe efuHMLbl XpaHEHMS1 [aHHbIX BbICTyNnaeT 3anucb, Kakgasi 3anucb umeeT
yHukansHoe ums (DN - Distinguished Name), koTopoe oTtobpaxaeT ee nosmumnio B gepese. 3anmcb
COCTOUT U3 Nap Kroy/3HavyeHne, aTpubyToB. HekoTopble aTpnbyTbl MOryT BCTpeYaTbCs B 3anuncu
Bbonee ogHoOro pasa (OAHO3HaYHbIE UM MHOrO3HAYHbIE, HanpuUMep, YernoBek MoOXeT nveTb bonee
ofHoro TenedoHHOro Homepa). Tak Ha3blBaeMble Knaccbl 0OGBHEKTOB ONpeaenstoT, kakne atpmbyTol
MOXET MMETb 3anncb N Kakne n3 HMx obasaTenbHbl. Knacchl BbICTpanBaOT MEpPapXmio C BEPLUNHOWN
B KayecCTBe KOPHS; CyLLeCTBYeT napannenuaMm ob6bekTHO-OpueHTUupoBaHHOMY Mupy. Knacc «top»
dopcupyeT TonbKo aTpmbyT «objectclass», KOTopbIN NpucBaMBaEeT 3anucy ee Krnaccbl 0OBHEKTOB.
Cxema kartanora COCTOMT W3 KnaccoB OOBLEKTOB M TWUMNOB aTtpubyToB W, cnegoBaTesibHo,
onpegenseT, KakMe 3annucu MoryT XpaHUTbCS B KaTanore.

Cpean ocHoBHbIX ocobeHHocTen Cuctembl ynpasneHms obbektamu katanora «CeneHray
ABNAETCA Nnogaepka creaywmx cnyxo n cneumndmkaumn:

— T[locTaBwwmk npotokona cetesoro BpemeHn (NTP), B cooTBETCTBUM CO
cneuundukaumen RFC 2030;

— [lpoTtokon onpegenenns mectononoxeHus cnyxbéel (SLP), B cooTBeTCTBMM CO
cneuundukaumen RFC 2608;

— [MocTaBwuk npoTokona ceteBon ayteHTUdmkaumn «Kerberos V5», B cooTBeTCTBUM
co cneundukaumen RFC 1510 gns cnyx6bl ceTeBon ayTeHTUdUKaumm Kerberos
V5, KoTopas BKMNoYaeT criegyroLlee:

— Cnyx6a ayteHTudukauyum (RFC 1510);
— Cnyx6a Bbigaun 6unetos (RFC 1510);
— Mopaepxka npegsaputenbHon ayteHTudukauum (RFC 1510);
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— Cwuctembl wngpposaHua DES (RFC 1510);
— Cwuctemsbl wndposaHus Triple-DES (DES3).

PyHKUMOHaNbHas apxuTeKkTypa
Apxutektypa Cuctembl ynpaBsneHus oobektamu katanora «CeneHra» nMmeeT HECKONBbKO
pasHbIX YPOBHEN, OYHKLIMOHANbHYO cXeMy oTobpaxkaeT PUCYHOK 2.

i ™y
CeTeBoH YPOEEHL
{Network)
L -
' !

Crny=x0a katanora
{Directory Service)

[McneTyep 3anpocos Menepxep cxemul

O0patoTYMEH 3aNpoCcoB

O0paboTnk
(interceptor)

OopaboTIME

(interceptor)

0OopaboTME
(interceptor)

O0paboTnk
(interceptor)

CepBepHan YacTk XpaHeHua
AAHHLIX

BuyTpennan BHYTpEHHAR BHyTpexnan
cepeBepHan 4acTh CcepBepHan YacTk [ CcepBepHan YacTh
(Backend) (Backend) (Backend)
A" oy
dyHKUMoHanbHasa cxema CuctemMbl yrnpaBneHMsa obbektamu Katanora «CeneHra»
PucyHok 2

CeTeBoOM ypOBEHb ABNSAETCA TON YaCTbIO, K KOTOPOW NOAKMOYaAETCs Nonb3oBaTterb, Korga
OH XOYeT Nosly4ynTb HeKoTopble AaHHble ¢ cepBepa. Cnyxba kaTanoroB «CeneHra» BKMYaeT
bonble, yem npocto npoTtokon LDAP, cepBep Takke nogaepxusaeT cnegyoLwime npoToKonbl,
roe cepsep LDAP BbicTynaeT B kKavyecTBe XxpaHunuiia:
— Kerberos V5 (noctaBLumKk NpoTOKOMNa ceTeBon ayTeHTUdUKaLmm);
— NTP (nocTaBLUMK NPOTOKOMA CETEBOr0 BPEMEHN);
— CepBep cMeHbl napons.
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Cuctema ynpaBneHuss obbektamu katanora «CeneHra» paspellaet nogkniveHne
nocpencTBOM NPOTOKOMOB TPAHCNOPTHOrO YpoBHS, Takne kak TCP unu UDP, koTopble cnocobHbI
npuHMMaTh 3anpoc 1 OTNPaBnsaTb OTBET. B 3aBMCUMMOCTM OT TUNa cepBepa Mbl MOXXEM 0ObSBUTL
OAMH UIN HECKONbKO NPOTOKOMoB TpaHcrnopTHoro yposHs TCP, TCP n UDP unun Tonbko UDP
NPOTOKOI.

Cepaepy LDAP TpebyeTcs ogmH nnu gsa npoTokona TpaHcnopTHoro yposHs TCP. Y Hac
ecTb ctaHgapTHbel nopT LDAP (no ymonuyanuio 10389 n obuiensBecTHbI NnopT 06bi4HO 389), 1
MOXHO Takke 06baBuTb nopT LDAPS (no ymonyanuio 10636 n o6en3BecTHbii NOpT 06bIYHO
636).

CepBep Kerberos uvcnonb3yet oauH nNpOTOKON TpaHcnopTHoro ypoBHA TCP- (no
ymonyaHuto 60088, HO obuienssectHbii nopT — 88) n oanH UDP -TpaHcnopT (oguHakoBoe
3HayeHne ana oboux nopTtoB). Noes coctouT B TOM, 4YTO CBSA3b HayuHaetca no TCP u
npoposkaetca no UDP.

CepBep cMeHbl Naponsa Takke UCMonb3yeT OAMH NPOTOKOS TPaHCNOPTHOro ypoBHsa TCP
n ognH UDP. 3HayeHue no ymonyaHmio — 60464, Ho obLien3BecTHbIN nopT — 464.

Tak xe pabotaetr HTTP Cepsep, oH ucnonb3yetcs ansa ynpaeneHnsd. O6bsBneHHbIe
noptbl asnsatoTca TCP- noptamu, oanH ans HTTP un ero 3HayeHne no ymonyanuto — 8080,
apyron — ansa HTTPS, n ero 3HayeHue no ymonyaHuio — 8443.

Cnegywowmm ypoBHeM siBrnisieTca cnyxba katanora, cnyxba katanora — 3TO S4po
cepBepa. 3gecb obpabaTbiBalOTCs BXoAsLWME 3anpoCbl U 3anpocbl Ha NOSyYeHWE LaHHblE Yy
CepBEPHON YacTu.

Touykon Bxogs sBnseTca «[ucnetyep 3anpocoBy», KOTOpasi OTBeYaeT 3a OTnpaBKy
3anpocoB B Lenodky obpaboTkm 3anpocoB WM 3a 3awuTy cepBepa OT OAHOBPEMEHHbIX
Moaucukaumn.

3aTtem 3anpoc NpoxoamT yepe3 Kaxabih 06paboTymK, 3aperncTpMpoBaHHbIA 49 3TON
onepauun. Korga mbl npoLunm Yyepes Bce 06paboTymkun, Mbl JOCTUINM TOYKK, rae, onpeaensieTcs
B KaKyl0 CEepBEPHYI 4acTb XpaHeHust OaHHbIX OyaeT nepeagpecoBaH 3anpoc, KOTOPbIA U
BO3BpaTUT pe3ynbTaTt. PesynbTat BCNnbiBaeT Yepes nepexsaTymkoB, BMnoTb A0 [ducneTtyepa
3anpocoB U Bbi3blBatOLLEN CTOPOHbI.

Cnyxba kaTanora 3HaeT O CBOeW cpefe BbINOMIHEHUS: Y HEro ecTb 9JK3eMnnsp
«MeHekepa Cxembl», OH 3HaeT O uenoyke ob6paboTUMKOB 3aMpOCOB, OH XPaHUT KapTy BCEX
OXMAAKLLMX 3anpoCcoB (3TO HEOBXO0AMMO, NOCKOSIbKY MOXHO OTKa3aTbCs OT Kakoro-To 3anpoca),
Tak Kak OH COAEPXXUT CyLLECTBYHOLLME CeaHChbl.

Opyrumm crnoamu, Cnyxba kaTanora — 370 He TONbKO YacTb CEPBEpPA, BbINOMHAOLLAsN
NOrVIKY, HO U XpPaHUT TeKyLlee COCTOSTHME KaXaoro KineHTa.

O6paboTumnkn 3anpocoB — 3TO (PYHKLMOHANbHbBIA ypoBEHb BHYTpU CnyxObl KaTanora.
Kaxxgbin 06paboTymk 3anpoca oTBeYaeT 3a onpeaerneHHyo 3agady.
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Kaxpgasa onepauusi, nonydyeHHas Cnyxbon «kaTtanora, 6yaetr obpabaTbiBaTbCs
pasnu4HbIMKU obpaboTyrkamn, oavH 3a ApPYruM, BNAOTb OO CEPBEPHON 4YacTu U CHOBA, Korga
pesynbTaT BOo3BpaLaeTcs BbidbiBatowemy. O6paboTunk 3anpoCcoB MOXET BbI3BaTb CNeayoLmm
0bpaboTumkm, koTopble OyayT onpenenaTtbCa ero nos3uvuuen B uenovke obpaboTymkos, Mn
NpocTO BepHyTbCcA. HekoTopble 00paboTuMkm 3anpocoB MOXHO OTKMOYUTb, HEKOTopble
BKMOYNTD.

CepBepHas YacTb XpaHeHUst aHHbIX — 3TO PYHKLMOHANbHbLIN ypoBEHb BHYTPY Cry6bl
katanora. CepBepHasi YHacTb XpaHEeHUS [aHHbIX, OTBEYAET 3a XpaHEHWE AaHHbIX TaknMm o0b6pasom,
4yTOObl Mbl MOMMM flerko WX MNonyYnTb. Tawkke Ans ObICTPOTbl MOMCKA AaHHbIX, AaHHble
NHOEKCUpPYOTCA. AOMUHUCTPATOP MOXET OonpeaenuTb pasnuyHble MHOEKCbl B 3aBUCUMOCTM OT
CBOMX NOTpPeBHOCTEN.

2.2. BapuaHTbl pa3BepTbiBaHUA CnyXObl kKatanoroB «CeneHra»

B mMuHumanbHOM BapuaHTe cnyxba katanoroB «CeneHra» pasBepTbiBaeTCA B BuAE
O[HOro KOMMOHEHTA, YCTaHaBNMBaEMOro Ha N3NYECKNIA CepBEP NN BUPTYarbHY MalUMHY Nog
ynpaeneHmem OC Linux (KOHKpeTHble Bepcunm ykasdaHbl B M. 3.1) C NOMOLLBbO BCTPOEHHOro
CpefncTBa pa3BepTbiBaHUSA MPOrpamMMHON MHAPPACTPYKTYpPbI Cry0Obl kKaTanoroB «CeneHra.

Mpn HeobxoanMocCTM MaclLTabrpoBaHnA Cnyx0bl KAaTanoros BO3MOXHO pa3BepTbiBaHWE
CEepBEPHOro Knacrepa v HacTponKa MexaHnm3ma pennmkauumn aHHbIX Cy>XObl KaTanoros Mexay
cepBepamMu Knactepa.
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3. HACTPOMKA NPOIrPAMMbI

3.1. YcTaHOBKa cepBepHbIX KOMMOHEHTOB CIyX0Obl KaTtanoroB «CeneHra»
(komnoHeHTOB,  yHKUMOHUpyOWMX Ha CBT  kKonnekTuBHoro
Nnosib30BaHus)

[na ycTaHOBKM CepBeEPHbIX KOMMNOHEHTOB CnyXbbl kaTanoroB «CeneHra» (KOMNOHEHTOB,
dyHKUMOHMPYOLWMX Ha CBT konnekTMBHOroO Nonb3oBaHus), HEO6XOAMMO HACTPOUTb PU3UYECKYIO
UNn BUpPTYyanbHYyO MalMHYy B COOTBETCTBUM C TpebBOoBaHNAMM, ONMCAHHBIMK Bbille B nogpasgene
1.4.1.

YcTaHoBKa MOXET OCYLLECTBIATLCA Kak Ha OOHY (PM3NYECKYHO UMW BUPTYaribHYIO MaLLVHY,
Tak n (ana obecnevyeHMs OTKA30yCTOMYMBOCTM) HA HECKOSIbKO (PU3NYECKUX WUNN BUPTYyasibHbIX
MaLUMH, 06begMHEHHbIX B KracTep. YCTaHOBKa onepauyMoHHOM CUCTEMbI AOJTKHA OCYLLEeCTBASATLCS
Ha OCHOBe PYKOBOACTBA MO YCTAHOBKE M HAacTPOMKE OT NPOU3BOANTESNS onepaLMOHHON cucTeMbl (13
komnnekta gokymeHtauum OC Astra Linux 2.12, REDOS 7.3, Debian 11, Ubuntu 20.04 LTS n
BbILLE).

3.1.1. I'IpenBapMTeanble warn npu YyctaHoOBKe CepBepHbIX KOMMOHEHTOB Cﬂy)K6bI

KaTtanoroB «CeneHra»

B kayecTBe npegBapuTenbHbIX LIArOB MpU YCTaHOBKE CEpPBEPHbIX KOMMOHEHTOB CNYXObl
katanoroB «CeneHra» Heo6xo4MMO BbINONHUTL cnegyowme 4enCcTBus:

1) OcyuwecTBuTb NogKIto4eHne ¢ nomowbo knueHTckoro MO SSH (Hanpumep, PUTTY) un

Nony4YnTb SOCTYN K KOMaHOHOW CTPOKe cepBepa.

2) B koMaHOHOW CTpoke HeOBX0ANMO BbINOMHUTL CreayroLne KoOMaHapl:

3) NpoBepnTb BO3MOXHOCTb MNOSy4eHUs goctyna yposHs <rooty k OC (ecnwn poctyn K

MawmHe no SSH npegoctaeBneH Ang NoNb3oBaTeNs OTIMYHOIO OT root):

sudo su

4) Ins yctaHoBKkM root naponsa (ecnv Heob6xoanmo):

passwd

5) [Ins yCcTaHOBKW YTURMUTbI KOMaHOHOM CTPOKU curl BbINOMHWUTL KOMaHAy:

— Onsa OC Astra Linux 2.12, Debian 11, Ubuntu 20.04 LTS n Bbiwwe:

apt install curl
— Ona OC REDOS 7.3:

yum install curl
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6) [lns nony4yeHuns cueHapuveB YCTaHOBKW OMepauMOHHON cpedbl U CryXObl kaTanoros

«CeneHra» BbINOSIHUTb B AOMAaLLUHEM ONPEKTOPUN MNMOoJib30BaTESNIA KOMaHAay:

curl -fsSL https://selenga.equiron.com/run.sh | sh

7) Olns nepexoda B nanky cLueHapueB yCTaHOBKWN BbIMONIHUTb KOMaHAY:

cd distrib
8) OTpepaktnpoBatb pann install.conf K NpN HEOBXOOMMOCTU setenv. sh.
9) OcyLecTBMTb 3anyCK OCHOBHOIO CLeHapus yCTaHOBKKU criybbl katanoroB «CeneHra»

KOMaHOoMn:

sudo ./install.sh
10) OTkpbITb Web-6pay3ep u B agpecHyto cTpoky BBecTM URL gns 3arpysks KOHCONM
ynpasneHus cnyx6bl katanoros «CeneHra» Buaa http://IP-ampec mammier: 5555,

Hanpumep,

http://192.168.100.10:5555

BolguTe B cuctemy
http:/fyenisei-server5555

MoggnoueHe K CalTy He SalWMWEHD
InaA nonesosaTena

Maponk:

m CTh" e Ha

AKkpaHHasa chopma aBTOpM3aLUMN
PucyHok 3

11) B nosiBuBLUENCA 3SKpaHHOW opMe aBTopuM3auun ykasaTb JOMMH M Napofb
agMuHucTpaTopa cnyxobl katanoroB «CeneHra» (PucyHok 3). Mo ymonyaHuio — admin /
Selenga#123
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selenga

Cnyxba karanoros

selenga-8e4cbbl, 10.08.2023 0819

Penoavtopni: Selenga  BeTka: main  KoMMMT: a52458b  Bpema: 14.09.2023, 10:00 B 1 c
@ Ynpaenenue p AeTop: Mikhail <mikhall@equiron.com>
KommexTapuit: Selenga Distribution
£52 KoMnoHeHTbI

<] PasBepTuiBatue

o &) selenga

P Penosutopum

Cepeep cnyxbbl
kaTtanoros «CeneHran
id: selenga

YCTaHOBUTh

& Docker-ofpa3bl

(@ Wndopmayms

# Swagger AP|

© 2023 000 «3KBUPOH», CNy#0a KaTanoros «CeneHrar»

FmaBHasA cTpaHMLa KOHCONU ynpaBrieHUA CnyX0obl katanoroB «CeneHra»
PucyHok 4

12) Nocne BBOA4A KOPPEKTHbIX JIOrMHA W Mapons MosIBUTCA rfaBHas CTpaHuua KOHCOSMM
ynpasneHus cnyxobl katanoroB «CeneHra» (PUCyHOK 4).

selenga

= Cnyxba katanorose

selenga-9e4cbhbl, 10.09.2023 0919

- PenoavTopuii: Selenga  BeTka: main  KOMMWT: a52458b  Bpems: 14.09.2023, 10:00
@ Ynpaenenue P

AeTop: Mikhail <mikhail@equiron.com>

u E
KommenTapuii: Selenga Distribution
£33 KoMnoHEHTE!

< PaseepThiaHue
£ Cepsepnl
¥ Penosutopuu

& Docker-obpazsl

2023 000 «3KBUMpOH», CNYyKOa KaTanoros «CenexHras

MnaBHas cTpaHMLa KOHCONM ynpaBneHnUs cnyxobl kaTtanoroB «CeneHra»
PucyHok 5

maBHasa cTpaHuua KoHconu ynpaeneHus Imagenarium cocTouT n3 cneayoLwmnx OCHOBHbIX
yacten (PucyHok 5):
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1) MMaBHOE MeHIO (BblOENEHO 3eNEHbIM).

2) ObnacTtb oTobpakeHNsa AaHHbIX (BblaeneHa KpacHbIM).

3) HbopmaumoHHasa naHenb (BblaeneHa XenTbim).

NHTepdenc koHconu ynpasneHus cnyxoObl kaTanoroB «CeneHra» COAEPXWUT 3fEMEHTHI
yrnpaBneHus, No3Bonstowmne OCYLWECTBUTb YCTAHOBKY CEPBEPHbLIX KOMMOHEHTOB CryX0bl

katanoros «CeneHra» (3.1.2).
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3.1.2. YcTaHOBKa cepBepHbIX KOMMNOHEHTOB CNyX0bl KatanoroB «CeneHra»

[na ycTaHOBKM CepBepHbIX KOMMOHEHTOB cnyxbbl katanoroB «CerneHra» Heobxoanmo
OCYLLECTBUTb NpeaBapuTenbHble LWarn yctaHoBOYHOro npouecca (3.1.1), nocrne Yero BbIMOSHUTL
cnegywouwine OencTeus.



19
RU BPMH.582915-01 32 01

3.1.2.1. PasBepTbiBaHMe NakeTa AoKep-obpa3oB crnyxbbl KaTanoroB «CeneHra»

& selenga = Cnyx6a katanoros selenga-9e4cbbl, 10.092023 0919

Penoavtopuii: Selenga  Betka: main  KommuT: a52458b  Bpewms: 14.09.2023, 10:00 E 1
@ anaBnenue P Aetop: Mikhail <mikhail@eguiron.com>

KomMMeHTapuit: Selenga Distribution

£ KomnoHeHTsI

4] Pa3seepThiBaHKe

= Cepeepol @ g
¥ Penosutopum
Cepeep cnyxbbl
& Docker-ofpasbl KaTtanoroe «Cenedran
id: selenga
@ Wnudopmayun
YCTaHOBMTH
¥ Swagger API

© 2023 OO0 «3KBUPOH», Cry#Da KaTanorog «CeneHran

MepeyeHb AOCTYNHLIX WAGNOHOB pa3BepTbIBaHUA NakeToOB AOKep-ob6pa3oB
PucyHok 6

1) Ana pasBepTbiBaHNA naketa [Jokep-obpa3oB cnyxbbl katanoroB «CeneHray
Heob6xoauMo BbIOpaTh B rnMaBHOM MeHK0 (PUCyHOK 4) KOHCONM ynpaBneHnst KOHTENHEPHOWN
nnatcopmbl cnyxbbl kaTanoro «CeneHra» nyHKT <KOMMOHEHTLIY, Nocne Yyero B obnactu
OTOOpaXXeHMs AaHHbIX MOSIBUTCSA NepeYeHb JOCTYMHbIX WabrnoHOB pa3BepTbiBaHWS NAaKkeToB

Aokep-06pa3oB B BMAE NaHenbHOro npeacraBneHns nHgopmauum (PucyHok 6).

%) selenga

CepBep cnyxobl
kartanoroB «CeneHra»

YCTaHOBWTL

MNMaHenb wabnoHa pa3BepTbiBaHMA NakKeTa AoKep-06pa3oB cnyxObl kKaTanoroB «CeneHra»
PucyHok 7

id: selenga
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2) 3aTeM HeobXxoaMMO HaxaTb KHOMKY <YCTaHOBUTL) Ha NaHenu wabrnoHa pasBepTbiBaHWs

nakeTa fokep-o06pa3oB cryxobl kaTtanoros «CeneHra» (PUCYyHOK 7).

YCTaHOBWTL

KHonka <YcTaHOBUTbL)
PucyHok 8

3) Mpwn HaxaTumn KHomku < YctaHoBuTb » (PucyHoK 8) Ha naHenu wabnoHa pa3BepTbiBaHUA
nakeTa gokep-obpasoB cnyx6Obl katanoros «CeneHra» B 06nactv oTobpaxeHus SaHHbIX
nosiBnsieTcs ¢opma HacTpPoOWKM napamMeTpoB pasBepTbiBaHWUSA nakeTa [okep-o6pas3os

cnyx6bl kaTanoros «CeneHra.

(& selenga = Cnyx6a Karanoros selenga-Sedcbbl, 10092023 0819

Penoautopnii: Selenga Betka: main  Komwmur: a52458b  Bpews: 14.09.2023,10:00 B 1
@ Ynpasnenue P AgTop: Mikhail <mikhaill@equiron.coms:

KoMMeHTapuit: Selenga Distribution

£#2 KomnoHeHTw

<] PazBepTuiBaHne

@ Selengq MNapameTphl CleHapuMi yCTaHOBKA

= Cepeepsl
Cepsep cnyx0bl
& Docker-obpassl katanoroe «CenexHran»
namespace @ *
id: selenga
Cny:ba kaTtanoros
@ Undopmauns «CeneHran
¥ Swagger AP 2.0.0-single
Cepeep cnyx0Obl kaTanoroe «CeneHra» napameTpbl:
VMHMLHANW3HPOBaTE HaYankHEIMK  true
AaHHBIMW
e
PexXuMm agMuHa @ * false
3anyckaTk npunoxeHne @ *  false
LDAP_PUBLISHED_PORT @ 389
LDAPS_PUBLISHED_PORT @ 636

dopma HaCTPOMKMU NapamMeTpoOB pa3BepTbiBaHUA NakeTa AOKep-06pa3oB CNyXoObl
kaTanoroB «CeneHra»
PucyHok 9
4) B nosiBMBLUENCA (hOPME HACTPOWNKM NapamMeTpoB pa3BepTbiBaHMSA NakeTa Aokep-obpa3os

cnyx6bl katanoros «CeneHra» (PUCyHOK 9) 3anonHUTb BCe COCTaBHbIE YacTu hOpMbl.
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[MapameTpsl CueHapuil yCTaHOBKW

& YcTaHoBUTb @& [lokasaTb cLeHapui

CocTtaBHble YacTu (popMbl HAaCTPOMKM NapamMeTPOB pa3BepTbiBaHUSA NaKeTa AOKep-oOpa3oB
cnyx6bl katanoroB «CeneHra»
PucyHok 10

5) CoctaBHble 4YacTM OpMbl HACTPOMKM MapaMeTpoB pasBepTbiBaHWUS NakeTa LOKep-
ob6pasoB cnyx6bl katanoros «CeneHra» (PucyHok 10) BkntovatoT B cebs:

— bnok nonen «[pocTpaHCTBOY, CoOepXaLUn Has3BaHUE OKPYXXEHUs, B KOTOpoMm Oyaet
pas3BepHyT NakeT okep-o6pas3os cnyxbbl katanoroB «CeneHra» (PucyHok 10, BbigeneH
3eneHbiM). HeobGxogMmMo BBECTUM HauMMEHOBaHME OCHOBHOrO KOMMOHEHTa, Hampumep,
3HayeHue <selenga.
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—bnok nonen <«CepBep cnyxbbl kaTanoroB «CeneHra» napamMeTpbl, CcoaepKallni
napamMeTpbl pasBepTbiBaHUS MNakeTa Aokep-obpas3oB cnyxObl katanoroB «CeneHra»

(PucyHok 10, BblAenNeH nunosbiM), B TOM Yuchne:

false
false
true
PackpbiBalowmncs cnucok nons <(MHMumanmampoBaTb Ha4yanbHbLIMU AaHHBIMW
PucyHok 11
(1) NHuumanumanposaTb HayanbHbIMW  JaHHbIMWY> —  3anosiHseTcs n3

packpbiBatoLlerocs cnucka (PncyHok 11), no ymon4aHuio UCrnonb3yeTcsa 3HadeHue <true. B
criy4ae ecrnv npou3BoauTCa pasBepTbiBaHWE NakeTa Aokep-o6pas3oB CO CTUpaHUEM BCEX
AAHHbIX B KaTanore Wnu BbINOMHSAETCA MepBUYHOE pasBepTbiBaHME, TO MCMNONb3yeTcH
3HayeHwue <truey. Ecnu npomsBoanTca NOBTOPHOE pas3BepTbiBaHME C COXPAHEHNEM OaHHbIX
B KaTanore, To ucnonb3yeTca 3HavyeHue «false>.

(2) <Pexxum  agMuHa) —  pexuMm  agMuHUCTpaTopa, 3anonHsaeTcs n3
packpbiBatoLlerocs cnucka (PucyHok 11), ycTaHOBUTL 3Ha4eHue <trues.

(3) «<BanyckaTb  NpuUNoXeHwe> —  3anyck NPUITOXEHUSA,  3anosfiHaeTca U3
packpbiBatoweroca cnucka (PucyHok 11), ycTaHOBUTb 3Ha4YeHue <true> (none HegoCTYMNHO U
nepexoaunTt B pexum <false>, ecnu B none (Pexnm agmmHar ykasaHo 3Ha4veHue «falsey).

(4) <LDAP_PUBLISHED_ PORT> — ykasaTb MopT, Ha KOTOPOM cnyxba kaTanoros
«CeneHra» byget obcnyxmBaTtb NnogknoveHns no npotokony LDAP.

(5) <LDAPS_PUBLISHED_ PORT) — yka3aTtb NopT, Ha KOTOPOM crnyxb6a kaTanoros
«CeneHra» byget obcnyxmBaTtb noakntoveHnsa no npotokony LDAPS.

— bnok nonen <«OrpaHu4eHunsy, coaepxallimi HanMeHoBaHWe cepBepa, AOCTYMHOro Ans
pa3BepTbiBaHNA NakeTa Aokep-obpas3oB cnyxObl kaTanoroB «Cenenra» (PucyHok 10,

BblAENIEH KPaCHbIM).

4

KHonka BbIGopa cepBepa
PucyHok 12

[na Bbibopa cepBepa NMBO OTMEHbI ero Bbibopa HeOBXOAUMMO HaXKaTb KHOMKY Bblibopa

cepsepa (PucyHok 12), nocne 4yero nosBUTCHA OKHO Bblbopa cepeepa.



23
RU BPMH.582915-01 32 01

BeiBpaTk cepBep

Vv selenga

MpUMEHHTD 3aKpLITE

OkHoO BbIOOpa cepBepa
PucyHok 13
OkHo Bbibopa cepBepa (PucyHok 13) coaepXuT cneayroLmne anemMeHThbl:

(1) dnaxkok, NO3BONAKOLLMI BbIOpaTh TEKYLLMIA cepBep MO0 OTMEHNTL €ro Bbibop.

MpUMEHHTD

KHonka «MpumeHnTL)>
PucyHok 14

(2) Knonky «<MpumennTby (PucyHok 14), npu HaxaTun KOTOPOW MNoATBEpXAaeTcs

BbIGOp, CAeNaHHbIN C MOMOLLbLIO dofiaXkka, a OKHO 3aKpbIBaeTCA.

3aKpeITh

KHonka <3akpbITb)
PucyHok 15

(3) Knonky <3akpbiTey (PucyHok 15), npu HaxaTum KOTOpow BbIGOp cepBepa

OTMEHAETCA, a OKHO 3aKpbliBaeTCA.

Mocne BbIOOpPa cepBepa NOABNAETCS BCMbIBAIOLLEE OKHO C ornoBellieHnemM. Ecnun cepsep
He YyKkasaH Tnomnb3oBaTenemM, TO MporpaMMa aBTOMATMYECKUM HasHa4vaeT cepsep

pa3BepTbiBAEMOMY NakeTy AoKep-o0bpa3os crnyxObl kaTanoroB «CeneHray.

& YcTaHoBWUTL

KHonka <YcTaHOBUTbL)
PucyHok 16

6) Haxatb kHOMKy <YcTaHoBUTbL> (PucyHOK 16), npu HaxaTuvM KOTOPOW MNpOU3BOAUTCH

nposepka 6510ka noneu «1pocTpaHCTBOY:
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OrpaHu4eH#uA:

selenga- @ true ® o &

& YcraHoBUTbL @ [okasarb cueHapuii

Namespoce must be filled
© 2023 OO0 «3kBUpOH», CRy#Ga kaTanoros «CeneHras

MpeaynpexaeHne o Heob6xoaMMOCTU yKa3aTb B 6roke nonen <Namespace> Ha3BaHue
OKpYXXeHUs1 Ans pa3BepTbiBaHUA NakeTa AoKep-obpa3oB
PucyHok 17

— Ecnu B 6noke nonen «MpocTpaHCTBO> He BbINO yKa3aHO OKpPYXXeHWe ANs pa3BepThiBaHNUS
naketa [gokep-obpas3oB cnyx0Obl kaTanoroB «CeneHra», TO MOSBMASAETCA OKHO C
npeaynpexaeHnem (PucyHok 17).

— Ecnun B 6noke nonewn «[pocTpaHCTBO>» ObINO yKa3aHO OKPYXeHue ONsi pa3BepTbiBaHUS
naketa [pokep-obpasoB cnyxObl katanoroB «CeneHra», TO 3anyckaeTcs npoueaypa
pasBepTbiBaHWUS HOBOro nakeTa gokep-0bpa3oB cnyxbbl katanoroB «CeneHra», Npu 3Tom
MOXET MOSIBUTbCS OKHO C MpeaynpexaeHnemMm O pasBepTbiBaHWM HOBOMO naketa OOKep-

o6pasoB cny6bl kaTanoroB «CeneHra» ¢ NyCTon KOHUrypaumen.

MoareepauTte aewrcTBue

Mpenynpexaexue! MNpon3BoaUTCA HadanbHan YCTaHOBKa C MHULMaNM3almrel aqanHbIX. Boe cyuecteyioume
naHHkIe DyayT NoTepAHLI!

Jla, comaceH OTMEHHTL

OkHO ¢ npeaynpexaeHMem o pa3BepTbiBaHUM HOBOIO NnakeTa foKkep-o6pa3oB ¢ notepemn
BCeX npeabiAyLmnX AaHHbIX
PucyHok 18

Mpn HaxaTum B OKHE C npedynpexaeHnem O pa3BepTbiBaHMM HOBOrO MNakeTa OOKep-
obpasoB c noTtepen Bcex nNpeablaywmx AaHHbix (PucyHok 18) kHonkwu <[da, cornaced»
NpOUCXOAMUT pasBepTbiBaHME HOBOro naketa [Jokep-o6pa3oB cnyxbbl KaTtanoros

«CeneHray, Npy HaxxaTumn kHonkn «OTMEHUTL) Npoleaypa pas3BepTbiBaHNUA OTMEHSETCS.
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3.1.2.2. NpoBepka AOCTYMHOCTHN

lMocne pa3BépTbiBaHWS BCEX NakeToB fokep-obpasoB (Cm. nognyHkT 3.1.2.1) Heobxoanumo
OCYLLECTBUTb MPOBEPKY AOCTYNHOCTU Ccnyxbbl katanoroB «CeneHra». [Ons 3TOro MOXHO
BOCMNOMb30BaTbCsA MOObIM NPUAOXKEHMEM, NogaepXuBaoWwmnM nogknodeHne Kk LDAP-kaTtanoram,
Hanpumep, C TMOMOLLbD MNPUIIOXKEHUA C  OTKPbITBIM  UCXOOHbIM  KogoMm  LdapAdmin
(http://www.ldapadmin.org/).

Attribute Value Type size

Connection properties x

Connection name: [Selenga

General | options  Attributes ———

B

(® Simple authentication Oss. Ons
() G55-4PT SAS.

OkHo npunoxeHusa LdapAdmin ¢ napameTpamum noaKnoYeHus K cnyxoe katanoroB

«CeneHra»
PucyHok 19
=% LDAP Admin — O *
Start Edit View Tools 2
%% 2 e X P F|lw EREINC]
w Gﬂ dc=example,dc=com [51.250,21.75] Attribute value Type Size
@ =selenga dc example Text 7
objectclass domain Text 6
objectclass top Text 3

Selenga
Server: 51.250.21.78 & User: uid=admin,ou=system dc=exampledc=com 1 subentries

OkHo npunoxeHusa LdapAdmin nocne ycnewHoOro NoAKMO4YeHUA K cnyxobe katanoros

«CeneHra»
PucyHok 20
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3.2. ObHOBNEHNEe Bepcum

Mpouecc oBHOBNEHUA KOMMOHEHTOB cryxbbl kaTanoroB «CeneHra» BkNoYaeT B cebs
cnegywwme OencTsua (OENCTBUS BbIMOSMHAKTCS B KOHCOMW YNpaBfeHUsa CnyxObl kaTanoros
«CeneHray», nocne NpoxoXxaeHusa npoueaypbl ayTeHTUudukaumm):

(& selenga =

Cnyx0a kaTtanoros

selenga-9e4cbbl, 10.09.2023 0919

Penoaurtopwi: Selenga  Berka: main  KommuT: 052458b  Bpemsa: 14.09.2023, 10:00 @ 1
@ y'“pa““e““e P AgTop: Mikhail <mikhail@eguiron.com>
KommenTapuit: Selenga Distribution
22 KomMnoHeHTHI Q
4] PasgepTeiBaie Bce:  Crpaite WP lNoxazas OUNLTPLL: [ AVCKN CETH NPHBAZKH nopTel

- DOUNLTP N0 NPOCTPaHCTBaM:
= Cepsepsl

Beero: 1 Ycranosneno: 1 OtknioyeHo: 0 n

¥ Penoautopun > [pocTpaxcTeo: selenga

& Docker-obpasbl

¥ Swagger API

© 2023 00O «3K8HPOHa, CNy#Ga KaTanoros «Cenexran

lNMepeyeHb pa3BepHYTbIX KOMMNOHEHTOB CMyX0bl KaTanoroB «CeneHra»
PucyHok 21

1) B pasgene rnaBHOro MeHto <YnpaeneHue> BblbpaTb NyHKT <Pa3BepTbiBaHmey. B obnactu

OTOOpaxeHMs AaHHbIX OTobpa)kaeTca nepedeHb pas3BepPHYTbIX KOMMOHEHTOB CryXObl
katanoros «CeneHra» (PucyHok 21).

>

KHonka packpbITUSi CTPOKU
PucyHok 22

[ns nonyyeHns pasBepHyTOM MHPOPMaLMK O KOMMOHEHTE Cnyxbbl kKatanoroB «CenexHray

MO>XHO PacKpbITb COOTBETCTBYIOLLYIO EMY CTPOKY, Ha)XaB Ha pPacrnosioXKeHHY0 crieBa OT HEro
kHOMKy (PucyHok 22).
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selenga = Cnyxba karanoros selenga-Se4cbbl, 10.09.2023 0919

PenoauTopuii: Selenga  BeTka: main  KOMMUT: 052458b  Bpews: 14.09.2023, 10:00 B 1 c
@ Ynpaenetve P AsTop: Mikhail <mikhail@equiron.com?

KommenTapuit: Selenga Distribution

£if KOMMOHEHTEI Q
] PassepruiBanne Bce: Crpoite WP Nokasats OunsTpbl: R AMcKn cemm NPUMBA3KN nopTsl

- QUNLTP NO NPOCTPAHCTBAM:

= Cepsephl

P Penosutopii v TlpocTtpaxcTeo: selenga Bcero: 1 YectanosneHo: 1 OTknYeHo: 0 ﬂ

@ OnyOnukoeaHHEIe NopTEL

selenga-selenga: 389 . 635

® Wndopmayua selengu: 2.0.0-single n

Penoantopuii: Selenga  Berka: main  KommuT: a62458b  Time: 14.09.2023, 10:00

selenga-selenga
2% Cemn
net-selenga (overlay)
@ MNoprel
389/tcp(host) -» 10389
636/tcp(host) -> 10636
& Mpoueccel
global Cepeep: selenga, IP: 127.0.0.1, Docker-oGpas: registry.gitlab.com/eqpublic/images/runner:0.4, O6xoenewo: 14.09.23, 11:05
JononHutensHas uHhepMauwa: started
© KomnoxeHt
selenga-selenga registry. gitlab.com/eqpublicfimages/selenga:2.0.0
E [luckosbie ToMa
vol-1-selenga-selenga -+ foptiselenga (local)

& Docker-obpassl

¥ Swagger API

MNMepeyeHb OKpPYXeHUM C pacKpbITOM MHhopMaLmen o KOMNOHEHTaX CNyX0bl KaTanoros
«CeneHra»
PucyHok 23

PackpbiTasi CTpoka cooepXXuT 4ononHuUTerNbHble cBeaeHus (PucyHok 23).

v

KHonka CKpbITUS CTPOKMU
PucyHok 24

YT106bl yOpaTb OOMNOMHUTENbHbIE CBEAEHUSI O TOW WM UHOW CTPOKE €€ MOXHO CKPbITb,

Ha)kaB Ha COOTBETCTBYHOLLYIO KHOMKY (PucyHok 24).

(momrens) (@) (][ E] (T[] seleng-seienga

& Mpougeccel
global Cepeep: selenga, IP: 127.0.0.1, Docker-obpas: registry.gitlab.com/eqpublic/imagesirunner:0.4, O6uoenano: 14.09.23, 11:05,
[ononHuTeneHaA uHdopmauma: started

KomMmnoHeHT cnyx06bl kaTanoroB «CeneHra», oTobpaxaemMbiii B pa3BepHyTOM Buae
PucyHok 25

2) Mo HaxaTuio KHOMKU pacKpbITUst CTPOKN (PUCyHOK 22) BbIGpaHHbIN KOMMOHEHT CIyX0bl
katanoroB «CeneHra» oTobpaxaeTca B pa3sepHyToM Buae (PucyHok 25), npu 3aTom
CTaHOBSATCA JOCTYMNHLIMMU.

— MaHenb ynpaBneHnsi KOMNOHEHTOM (BblAerneHa 3eneHbIM).
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— [NaHenb nHopmaunm o KOMMOHEHTe (BblAereHa NUMNoBbIM).
— lNaHernb 3K3eMnnsapoB KOMMNOHEHTA (BblAeneHa XenTbiM).

— MaHenb napamMeTpoB 3K3eMrsidpa KOMMOHEHTA (BbI,D,eJ'IeHa KpaCHbIM).

@ selenga-selenga registry.gitlab.com/eqpublicimages/selenga:2.0.0

MaHenb napamMeTpoB 3K3eMnsisipa KOMMNOHEHTa
PucyHok 26

3) MaHenb NapameTpoB 3k3emnnspa kKomnoHeHTa (PucyHok 26) cogepxuT:

— KHonKky OGHOBNEHMSI KOMMOHEHTA , NPy HaxaTuu KOTOPOM MNOSIBNSIETCA OKHO

OOHOBEHNA KOMMOHEHTA.

ObHoBUTL: selenga-selenga x

Docker-obpaz

Bepcun 20.0

D Pexum agMuHa 3anyckatb
NPUNO#HEHKWE

MpUMEHHTL 3aKkpeiTh

OKHO OOHOBNEHUA KOMMOHeHTa
PucyHok 27

OkHO 06HOBNEHUA KOMMoHeHTa (PUCYHOK 27) COOEpPXNT:

— MNone (Docker-obpa3s»>, HepegakTUpyeMoe 1 cogepxallee HanmeHoBaHWe nakeTa Jokep-
KOHTENHEPOB, U3 KOTOPbIX Oblf pa3BepHYT KOMMOHEHT.

— MNone «Bepcusy» ons Boibopa Bepcum 0OHOBNEHUS KOMMOHEHTA.

— ®naxok (Pexum agmuHay ansa 3anycka KOMMOHeHTa B pexXuMe agMuHucTpaTopa.

— Onaxok «<3anyckaTb MNPUIIOXEHNE), CTAHOBALMACS AOCTYMHbIM MOCHAEe BKAYEHUS
dnaxka <Pexum agmuHa> u npegHasHadeHHbI NSl BKAKYEHUSA/BBIKITIOYEHUST 3anycka

KOMMOHEHTa nocrie ero 06HoBNeHus.

MpUMEHNTD

KHonka «MpumeHnTL)
PucyHok 28



29
RU BPMH.582915-01 32 01

— KHonky (pumenuTb> (PucyHok 28) ons o6HOBRNEeHNss KOMNOHEHTA.

3aKpbiTh

KHonka <3akpbITb)
PucyHok 29

— KHonky «3akpbiTb> (PrcyHOK 29), Npu HaxaTum KOTOPOW OKHO OBHOBIIEHUS KOMMOHEHTA

3aKpbIBAETCA.
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4. MPOBEPKA MNMPOIrPAMMbBI

4.1. 3arpy3Ka 1 3anyck nporpaMmmbl

4.1.1. 3anycK cepBepHbIX KOMMOHEHTOB CIyX0bl KaTanoroB «CeneHra»

3anyck cepBepHbIX KOMMOHEHTOB CRy0bl kKaTanoroB «CerneHray, MyHKLUNOHNPYIOLNX Ha
CBT KonnekTUBHOro norib30BaHus, OCYLLECTBNAETCA B aBTOMaTMYECKOM pexuMe C MOMOLLbHO
KOHTeNHepHoun nnatdgopmbl Docker.

Mpwv BbINOSTHEHUN aAMWHUCTPATUBHBLIX 4ENCTBUIN NO OGHOBNEHWNIO M HACTPOMKE NapaMeTpoB
cnyx0bl kaTanoroB «CeneHra» BO3MOXHa pyyHad OCTAHOBKA WM PYyYHOW 3anyCcK KOMMOHEHTOB
cnyxb6bl katanoroB «CeneHra», pyHKUMoHMpYowmx Ha CBT KONNekTMBHOro nonb30BaHuS.

[©]

[1na ocTaHOBKM KOMMOHEHTA MOXHO UCMNOSb30BaTb KHOMKY —, KOTOpasa rnocrie 0OCtTaHOBKAU

1 1
KOMMNOHEHTA, MEHAET LUBeT . Sal'lyCTI/ITb KOMIMOHEHT MOXXHO TaKXXe HaXaTueM Ha KHOTMKY .
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4.2. NpoBepka nporpamMmmbl

4.2.1. NMpoBepKa cepBepHbIX KOMMOHEHTOB CINYX0Obl KaTanoroB «CeneHra»

Mocne 3arnycka cepBepHbIX KOMMOHEHTOB CJ'Iy)K6bI kaTanoroB «CeneHray:

1) 3arpy3untb B O3Y Web-6pay3sep vepes MnaBHoe meHto OC, nmbo ¢ NomMoLLbIo sipribika Ha
Paboyem ctone OC nT.4.).

2) Habpatb B agpecHon ctpoke Web-6Gpaysepa agpec KOHCONM ynpaBreHusi crnyxobl
kKaTanoros «CeneHra».

3) ABTOpM30BaTLCS B KOHCONU ynpasneHnsa cryxbbl katanoros «CeneHray.

4) B rmaBHOM MeHIO B pasgene <«YnpasneHue> HeobxoauMmo BblbpaTb MYHKT MEHH0
<PasBepTbiBaHMe), B LEHTpanNbHOM 4YacTU 3KpaHa OTOOpa3MTCA CNUCOK 3anyLUEeHHbIX

KOMMOHEHTOB cryx0bl katanoroB «CeneHra» (PucyHok 21).

Ans nonyyeHnss pasBepHyTOoM WHOPMaUUM O TOM WU WHOM KOMMOHEHTe CryXoObl
katanoroB «CerneHra» MOXHO pacKpbITb COOTBETCTBYIOLLYKD €My CTPOKY, HaxaB Ha
PacnoOXXEHHYIO cneBa OT Hero KHomnky (PucyHok 22).

PackpbiTasi cTpoka cogepXut JononHuTenbHble ceegeHuns (PucyHok 23).

YT106bI YOpaTb AONOMNHUTENbHBIE CBEAEHUS O TOW WM MHOW CTPOKE €€ MOXHO CKpbITb,

Ha)kaB Ha COOTBETCTBYHOLLYIO KHOMKY (PucyHok 24).

5) MNo HaxaTuio KHOMKU pacKpbITUs CTPOKN (PUCYHOK 22) BbIGpaHHbLIN KOMMOHEHT CryX6bl
katanoros «CeneHra» oTobpaxaeTcsa B pasBepHyTom Buae (PucyHok 25), npu aTom
CTaHOBATCHA AOCTYMHbLIMMU.

— [NaHenb ynpaBneHusi KOMNOHEHTOM (BblerieHa 3efieHbIM).

— [NaHenb nHopmaunn 0 KOMMOHEHTE (BblereHa NMMoBLIM).

— MaHernb 3K3eMnnsapoB KOMMNOHEHTA (BblAeneHa XenTbiM).

— MaHenb NnapameTpoB 3K3eMMMsipa KOMMOHEHTA (BblAENeHa KpacHbIM).

MaHenb ynpaBneHUs KOMMNOHEHTOM
PucyHok 30

6) MNaHenb ynpaBneHnsa komnoHeHToM (PucyHok 30) coaepxuT:

— MlHanMkaTop COCTOSIHUS KOMMOHEHTA, NPUHUMAIOLLMIA CrieayoLLme 3HaYeHNs:

YCTAHOBNEHD

MHAMKaTop COCTOAHUA KOMIMOHEHTa, 3Ha4YeHMe <yCTaHOBNEHO)
PucyHok 31

— 3HayeHune <yCTaHOBNEHO» — KOMMOHEHT pa3BepHyT (PucyHok 31).
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— 3HaveHue Npoun3BOONTCH YCTaHOBKA» — KOMMOHEHT B NPOLIECCe pa3BepThiBaHUS.

— 3HayeHne <HeycnelwHas ycTaHOBKa> — pa3BepTbiBaHWe KOMMOHEHTa He yaanochb

BbINOJTHNTb.

— 3HayeHune Npor3BOAMTCS yaaneHne» — Npou3BoaNTCst CBEPTbIBAHWE KOMMOHEHTA.
7) Ons Bcex KOMMOHEHTOB CryXbbl kaTanoros «CeneHra» UHAMKATOP COCTOSIHUS [OIMKEH

ObITb B COCTOSAHUN <yCcTaHOBMNEHO) (PncyHok 31, PucyHok 32).

V¥ [lpocTpaHCTBO: service Bcero: 1 YcTtaHoBneHo: 1 OTknoyeHo: 0 n

@ OnyONWEOBAHHLIE NOPTLI:

selenga-service: 389 , 636

YCTAHOBMNEHO selengq: 1.0.0-single n ﬂ

Penosutopwii: Selenga Betka: main - Kommut: ¢7b33c0  Time: 14092023, 12410

e (@) E BT selnga sorvce

#& Cetn
net-service (overlay)
@ MopTel
389/tcp(host) -= 10389
636/tcp(host) -= 10636
& [Mpoueccel
global Cepeep: selenga, IP: 127.0.0.1, Docker-obpas: registry.gitlab.com/egpublic/imagesirunner:0.4, Obxoenexo: 14.09.23, 12:23,
[NononHuTensHasA wHdopmauma: started
i KomnonenT
@ selenga-service registry.gitlab.com/eqpublicimages/selenga:1.0.0
£ uckoesie Toma
vol-1-selenga-service > foptiselenga (local)

MNepeyeHb ncnpaBHO (PYHKLMOHUPYIOLWMX KOMMNOHEHTOB CNYX06bl kaTanoros «CeneHra»
PucyHok 32
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5. COOBWLEHUA CUCTEMHOMY NMPOrPAMMUCTY

5.1. CooOLieHusi CUCTEMHOMY NpOrpamMMucCTy, nepefaBaeMble NOCPeACTBOM
rpacuuyeckoro nHTepdenca KOHCONM ynpaBrieHUs CIyXObl KaTanoros

«CeneHra»

[na KOHTpons xopda HaCTpPoWKM yYactn koMnoHeHToB Cl1O ucnonb3yeTtca rpaduyeckui
WHTEpPdENC, OMUCAHHbIN B 3KCMyaTaLMOHHOW AOKYMEHTAUMW KOHCOMM YynpaBneHusa Ccryxobl
katanoroB «CeneHray:

1) RU BPMH.582915-01 34 01 «Cnyxba «katanoroB «CeneHra». O6ecneveHue

nporpamMmmMHoe On4d ynpasiieHus obbekTaMu KaTanora. PyKOBOD,CTBO oneparopa».

5.2. CooOLieHMss CUCTEMHOMY MpPOrpamMMMUCTy, NepegaBaeMble NMOCPeACTBOM
rpacm4yeckoro nosib3oBaTeNibCKOro MHTepdenca cnyxO6bl KaTanoros

«CeneHra»

5.2.1. OnoBewaroLwue oKkHa

Mpn ycnewHoM BbIMOMHEHUN OMepauun B XOAE BbIMOMHEHWUS nNporpaMmmbl B okHe Web-
Opay3epa nosBnsieTcA BCMSbIBalOLLEE OKHO 3ENIeHOro LBeTa C COOTBETCTBYHOLUM COOOLLEHNEM
(PucyHok 33)

CoobueHune nporpamMmmbl 06 ycrewHOM BbINOSIHEHUU onepauum
PucyHok 33

5.2.2. Mpepynpexaarome okHa

Mpn ycnewHoM BbINOSIHEHUN OnepauuMn B XOA4e BbINOSIHEHUSA nporpammbl B okHe Web-
Opaysepa nosiBNsieTCa BCNMblBaloLlee OKHO CUHEro LBeTta C COOTBETCTBYHOLWMM coobLieHnem
(PucyHok 34).

@ COE‘,EI,I/IHQHMQ ycnewHo yCtaHoBJ1eHO

CoobuweHne 06 ycnewHoOM BbINOSIHEHUM onepauumn
PucyHok 34

5.2.3. MNpepynpexaaroLime okHa
Mpy BO3HWKHOBEHUM OLWIMOOK B XOA4e BbINOMHEHUS nporpammbl B okHe Web-6paysepa

NosIBNSAETCS BCMIblBakoLLee OKHO kpacHoro ueeTa (PucyHok 35).
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CD CoeanHeHWe He YCTaHOBJIEHO

CoobLweHune 06 oinodkKe
PucyHok 35

[MonHoe onucaHne [aHHbIX JNEMEHTOB yNpaBrieHUss CoOoepXWUT OOoKymMeHT RU
BPMH.582915-01 34 01 «Cnyxba katanoroB «CeneHra». ObecnevyeHve nporpaMMHoe Ans
ynpaeneHusa obbekTamm kaTanora. PykoBoacTBO onepaTtopan.
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5.3. [IpocMOTp CUCTEMHbLIX XXypHanoB (nor-gannos)

MpocmoTp nor-channoB cnyxbbl katanoroB «CeneHra» OCYLWECTBNAETCS B KOHCOMM
ynpasrneHus cnyxobl katanoros «CeneHra» 1 BKIOYaeT criegyolme encTBus:

1) 3arpysutb B O3Y Web-6paysep nocpeacteom dpyHkumnn OC (Yepes MaBHoe meHo OC,
C nomoLbto Apnbika Ha Pabovem ctone OC nnbo MNanenn 3agay OC u T.4.).

2) HabpaTtb B agpecHon ctpoke Web-6paysepa agpec KOHCOMM ynpaBrneHusi cryxobl
kaTanoroB «CeneHra».

3) ABTOpPM30BaTLCS B KOHCONN yripaBneHus cnyxobl katanoroB «CeneHray.

4)B rnaBHOM MeHIO B pasgene <YnpaeneHue» Heobxoammo BbibpaTb MYHKT MEHH
<PasBepTbiBaHMe>, B LEHTpanbHOM 4YacTU 3KpaHa OTOOpasnTCs CMNUCOK 3anyLueHHbIX
KOMMOHEHTOB cnyxbbl katanoroB «CeneHra» (PucyHok 21).

5) Mo HaxaTuio KHOMKN pacKkpbITUs CTPOKN (PUCYHOK 22) BbIGpaHHbLIN KOMMOHEHT CNyXObl
katanoroB «CeneHra» oTobpaxaeTca B pasBepHyToM Buae (PucyHok 25), npu aTtom
CTaHOBATCHA AOCTYMHbLIMU:

— NaHenb ynpaBneHnsi KOMNOHEHTOM (BblgerieHa 3efieHbIM).

— [NaHenb 3K3eMnNsApPOB KOMMOHEHTA (BblAENEHa XeNTbIM).

— [NaHenb napamMeTpoB 3K3eMMsipa KOMMOHEHTa (BblgesieHa KpacHbIM).

6) MaHenb ynpaBneHnsa kKoMNoHeHToM (PrncyHok 30) coaepxuT:

— KHOMKy BbI30Ba OKHA CUCTEMHbIX COOOLLEHNIA , MPW HaXXaThUK Ha KOTOPYIO NOSBNSAETCS
HoBasd Bknagka Web-6paysepa, cogepxaliasi OKHO CUCTEMHbIX coobuieHun (console

output) ¢ xxypHanom paboTbl komnoHeHTa (PucyHok 36).

14.09.23 12:23:39.153 [IMAGENARTIUM]: Run child container...

14.89.23 12:23:48.415 1.0.0: Pulling from eqpublic/images/selenga

14.89.23 12: ©9.422 Digest: sha256:6ff6a82d98cd963b9cab8fad62068e81422c7872738d246c79bd5e1e73648bb3

14.89.23 12: 8.422 Status: Image is up to date for registry.gitlab.com/eqpublic/images/selenga:1.0.8

14.89.23 12:23:40.432 registry.gitlab.com/eqpublic/images/selenga:1.8.@

14.89.23 12:23:48.564 WARNING: Your kernel does not support memory swappiness capabilities or the cgroup is not mounted. Memory swappiness discarded.
14.89.23 12: .564 afe48525b24c95086761357fdcc17d89fdeed648005481ce252dd6e6f3fbabee

14.89.23 12: .6 " /bootstrap/cache’ -»> 'fopt/selenga/instance/cache’

14.89.23 12: .6 “/bootstrap/conf/logdj.properties’ -> ‘/opt/selenga/instance/conf/logdj.properties”

14.89.23 12: . " /bootstrap/conf’ -> "/opt/selenga/instance/conf"

14.89.23 12: */bootstrap/log’ -> '/opt/selenga/instance/log’

14.89.23 12: .667 "/bootstrap/partitions’ -> '/opt/selenga/instance/partitions’

14.89.23 12:23:40.667 "/bootstrap/run’ -> 'fopt/selenga/instance/run’

14.09.23 12:23:44.481 [2023-23-14T09:23:44.044+0008] WARN [org.apache.directory.server.core.DefaultDirectoryService] - You didn’'t change the admin password of directory servi
ce instance ‘default’. Please update the admin password as scon as possible to prevent a possible security breach.
14.89.23 12:23:45.835

14.89.23 12:23:45.835 [ _ /f [/

14.09.23 1 5.835 \_ N\ _///

14.69.23 12:23:45.835 _ [/ / /_ [ /__

14.09.23 12:23:45.83%

14.99.23 12:23:45.83% / )

14.99.23 12:23:45.835 YR VR

14.99.23 12:23:45.835 / /S /A4 St Hi AL 7

14.89.23 12:23:45.835 / I A NN NN T

14.09.23 12:23:45.835

14.89.23 12:23:45.835

OKHO CUCTEMHbIX COOBLLUEHUN C XKYpPHaroM paboTbl KOMMOHEHTA
PucyHok 36

7) KHOMKy ckauMBaHUS >XypHara CUCTEMHbIX COOOLLEHMI KOMMOHEHTa , Npu HaxaTuu

KOTOpOI?I noAaBndeTcd OKHO Bbl60pa MHTEpBana XypHarnnmpoBaHu4.
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Beegute n POOOITKHUTENBEHOCTE

B Yacax:

1

OKHO BblIOOpa MHTepBana XXypHanupoBaH1A
PucyHok 37

B okHe BbliGOpa uWHTepBana XypHanupoBaHusi (PucyHok 37) HeobxoauMmo YykasaTb
MPOMEXYTOK BPEMEHM B Yacax — BCE CUCTEMHble COODOLLUEHUSI KOMMOHEHTA,
CreHepupoBaHHble B TEYEHMM ITOro MPOMEXYTKa BpemMeHu, OyayT coxpaHeHbl B Buae

danna.
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NEPEYEHb TEPMUHOB

B HacTosilemM JOKYMEHTE UCNONb30BaHbI crieayowmne TEPMUHbI:

1) NporpammHoe n3genve — nporpamMmma Ha HoCUTene AaHHbIX, SABMAILWAACA NPOAYKTOM
NPOMBILLIIEHHOrO NPON3BOACTBA.

2) CpenctBo BbluncnutenbHon TexHukn (CBT) — M3OBM (nepcoHanbHasi 3feKTPOHHO-
BblYMCIIMTENBbHAA MalunHa) NMbo apyroe BblMCNUTENbHOE 06opyaoBaHUe (M3NHMpenm,
MUHU-OBM, Mnkpo-OBM, KIK (kapMaHHbIN nepcoHanbHbI KOMMbIOTEP), KOMMNbIOTEPHbIN
TepmuHan).

3) CBT  wmHauBugyanbHOro  MNoOfb30BaHUS —  BblMUCIIUTENbHOE  oBopyaoBaHue,
obecneumnBatollee OOCTYN OTAENbHOrO Monb3oBaTtensd K WMH(OPMaLUMOHHBIM cepBUcaMm,
npeaocTaBnAeMbIM NPOrpaMmMHbIM U3AENNEM:

— Cepsep (CTOEYHbIN UK OTAENBHO CTOSALNN).

— MHOromMalunHHbIN BbluMcnuTenbHbIM komnneke (MMBK), To ecTb cepBepHbIN KnacTep.

4) CBT KOJINEKTUBHOIO NONb30BaHNA — BblY4MCNUTENBHOE obopynoBaHue,
npegHasHayeHHoe Ana  peanu3auuMuM  nNporpamMHbIM - U3genveM  MHAOPMALMOHHbBIX
CEepBUCOB, NPeAoCTaBNAEMbIX BCEM MOMb30BATENSAM, UMEIOLLMM LOCTYM:

— ABTOMaTM3MpoBaHHoe paboyvee mecto (APM) Ha 6ase [NTOBM.

— [NopTaTmBHLIN KOMNbKOTEP (HOYTOYK).

5) MobunbHoe CBT — BbluMcnnTENbHOE 060PYA0BaAHME MOBLILLEHHON NOPTATUBHOCTY:

— KapmaHHbIi nepcoHanbHbin koMmnbtoTep (KIMK).

— KIMK co BCTpOEHHbIM MogyfieM MOBUNbHON CBA3N — CMapTEOHbI U KOMMYHUKATOPBI.



APM
AC
ACVYTI
KIMK
MMBK
oC
MK
rno
nc
NnaBm
CBT
Crno
API
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NEPEYEHb COKPALLEHUN

ABTOMaTM3MpOBaHHOE paboyee MecTo

ABTOMaTM3MpPOBaHHas cuctema

ABTOMaTM3MpPOBaHHAA cucTeMa yrnpasrieHUs TEXHOSTOrMYECKNUM NPOLLECCOM
KapMaHHbI nepcoHanbHbIA KOMMNbIOTEP

MHoromaLUMHHbBIN BbIYUCINTENBHBIN KOMMNSIEKC

OnepauunoHHas cuctema

[MporpamMMHbIN KOMMNSIEKC

MporpammHoe obecneveHne

[MporpammHoe cpeacTBo

[MepcoHanbHas aNeKTPOHHO-BbIYUCTIMTENbHAA MalUMHa

CpeacTBO BbIYUCIIUTESNTbHOW TEXHWUKM

CneumnanbHoe nporpammMmHoe obecneyeHne

Application programming interface, nporpammMHbI MHTEPENC NPUMIOKEHMS
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NEPEYEHb PUCYHKOB
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/lucm peeucmpayuu U3MEHeHUU
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