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AHHOTALUA

Hactoawun pokymeHT «ObGecnedeHne nporpammHoe Ans ynpaereHus obbekTtamm
katanora. PykosoactBo nporpammucta» RU BPMH.582915-01 33 01 npepgHasHaveH ans
O3HaKOMIIEHUS C  YHKUMAMKU MNpUKNagHoro nporpammHoro uHtepdpenca (MMNAU) cnyxoGbl
katanoroB «CeneHra». [lokyMmeHT paspabotaH B cootBetcTBUM ¢ TOCT 19.504-79 «EanHas

cucTema nporpammHoN OKyMeHTaumu. PyKOBOACTBO nporpammucTan.
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1. OBIUME CBEOEHUA

1.1. HasHayeHune nporpamMmmbl

MporpammHoe wusgenue Cnyx6a katanoroB «CeneHra» npencTtaBnseT cobow

cnyx6y katanoros LDAP

1.2. PyHKUMM NnpOorpaMmmMbl

MporpammHoe n3genue Cnyxba katanoroB «CeneHra» npegcrasnseT cobon crnyxby

kaTanoros LDAP u peanusytoLlyto cnegyrowime Lenesble PyHKLNN:

1) NMpepocTtaBneHne nNpuknagHoro nporpammMHoro mHtepdpenca, no npotokony LDAP
V3,;

2) Co3sgaHue, n3aMeHeHue, yaaneHune n nomck o6bekToB KaTanora;

3) XpaHeHune aaHHbIX 0O BbEKTOB KaTarora.

4) YnpaBneHue AocTynom kK o6bektam katanora;

5) YnpaBneHue naponbHOM NONUTUKON;

6) YnpaBneHne cxemMon AaHHbIX KaTanora;

7) YnpaBneHve pennukaumen o6bEKTOB kaTanora ¢ HECKONbKMMU CepBepamu;

Cpean ocobeHHocTen Cnyx0bbl katanoroB «CeneHra» aBngeTca noaaepkka

cnefyowmnx cryxxo un cneymdukaumin:

1) MNocTtaBWwmK npoTokona ceteBoro BpemeHn (NTP), B COOTBETCTBMM CO
cneumndukaumen RFC 2030;
2) MpoTokon onpegeneHnss mectononoxeHus cnyxbol (SLP), B cooTBeTctBMM CcO
cneundukaumen RFC 2608;
3) MNMocTaBWWKK NpoTokona ceteBon ayTeHTUpukaumn «Kerberos V5», B cooTBeTCTBUM

co cneundmkaumen RFC 1510 ana cnyxbbl ceTeBon ayTeHTudunkaumm Kerberos V5.
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2. ycnosuda nPUMEHEHUA NMPOIrPAMMBI

2.1. TpebyeMble xapakTepUCTUKMU TEXHUYECKUX CPeacTB

2.1.1 TpeSyeMble XapakTepuctukm cpencTs BbIYUCIIUTENIbHON TEXHUKU KOJNEKTUBHOIO

Nnonb30BaHuA
Tpebyemble xapaktepnctmkm CBT KONNEKTUBHOIO NOSIb30BaHNSA:

1) MuHumaneHble TpeboBaHus:
— LleHTpanbHbIN npoueccop:
(1) ApxutekTtypa — Intel x86-64.
(2) Yucno spep, He meHee — 2.
(3) TaktoBag yacTtoTa, 'Tu, He MeHee — 2.
(4) Noppepxka Habopa komaHa SSE4.2.
- 03Y:
(1) EmkocTb, [6anT, He MeHee — 4.
— HakonuTtenb gaHHbIX:
(1) EmkocTb, [6anT, He MmeHee — 8.
2) PekomeHayemble TpeboBaHUS:
— LleHTpanbHbIN npoueccop:
(1) Apxutektypa — Intel x86-64.
(2) Yncno spep, He meHee — 4 (6 Npu pennukauumn gaHHbix mexay LIO).
(3) TaktoBasa yacrtoTa, 'Tu, He meHee — 3.
(4) Noppepxka Habopa komaHa SSE4.2.
- 03Y:
(1) EmkocTb, '6anT, He MmeHee — 16.
— Hakonutenb faHHbIX:

(1) EmkocTb, '6anT, He meHee — 16.
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2.1.2 Tpebyembie XapaKkTepUCcTUKU cpencTB BbIYUCIIUTENBHOMN TeXHUKU

MHAUBMAYaNbHOro NOSfIb30BaHUA
Tpebyembie xapaktepuctukn CBT nHameugyansHoro nonb3oBaHus (APM onepatopa):

1) MNpwu paspaboTke NporpaMmHbIX U3genuin Ha 6ase yHKUMOHana, NpeaoCcTaBnseMoro
Cnyx6omn katanoros «CeneHrax»:
— N3BM c ceTeBbIM agantepoM, obecnevmBatoLM MHPOKOMMYHUKALUMOHHBIN KaHars, 1
XapaKTepuUCTUKamMm, COOTBETCTBYHOLMMU peKOMeHOyEMbIM TpeboBaHUAM
ornepaumoHHON CUCTEMDI:

(1) Microsoft Windows Bepcumn He Huke 10.

(2) Apple macOS Bepcun He Hxe 11 «Big Sur».

(3) Linux ¢ agpom Bepcumn 5.4 1 Bblilwe 1 rpadouyeckum MHTEPdENCOM.
2) Mpn  akcnnyaTauMm  NporpaMMHbIX  M3genui  Ha  6ase  dyHKuMOHana,
npegoctaensiemoro Cnyx6on katanoroB «CeneHray:
— N3BM c ceTeBblM agantepoM, obecneymBaoLMM MHHPOKOMMYHUKALMOHHBIN KaHan, n
XapaKTepucTUKamu, COOTBETCTBYHOLNUMU peKoMeHayeMbIM TpeboBaHUAM
onepaumnoHHbIX cucTem, obecnevmBaroLLnx PyHKUMOHMPoBaHe Bpay3epos:

(1) B cpepne OC cemenctsa Microsoft Windows:

— Google Chrome Bepcumn He HUXe 67.

— Microsoft Edge Bepcun He Huxe 80.

— Mozilla Firefox Bepcumn He Huxe 67.

(2) B cpege OC cemenctea Apple macOS:

— Google Chrome Bepcuun He HUXe 67.

— Apple Safari Bepcun He Hmxe 11.1.

— Mozilla Firefox Bepcumn He Huxe 67.

(3) B cepege Linux:

— Google Chrome Bepcumn He HWXe 67.

— Microsoft Edge sepcun He Huxe 80.

— Mozilla Firefox Bepcumn He Huxe 67.
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2.2. MporpammHoe oGecneuvyeHne, Heobxoammoe ANA (PYHKLMOHUPOBAHUSA

nporpamMmmbl

2.2.1 NMporpammHoe obecnevyeHne, YyctaHaBnMBaemoe Ha CBT KonnektMBHOro

nonb3oBaHuA

Ans oakcnnyatauun Cnyx6bl katanoroB «CeneHra»: Heobxogumo criegyioulee

nporpaMmHoe obecneyeHve, yctaHaBnmBaeMmoe Ha CBT KONnNeKTMBHOMO Nosib30BaHus:

1) OnepaumoHHaga cuctema — Astra Linux 2.12, REDOS 7.3, Debian 11, Ubuntu 20.04
LTS v BbiWwe.

2) SSH Server (pexvm ayTeHTUdUKaLUM MO UMEHU U NapoIIio).

3) MakeTbl yTUAUT KOMaHOHOW CTPOKM WU OBLLECUCTEMHbIX MPOrpaMMHbIX CPeacTB —

bash, ifconfig, sysctl, curl, yum, systemctl, yum-config-manager, unzip.

Ana ycraHoBkn Cnyxbbl katanoroB «CerneHra»: HeobxoAMMO  YCTaHOBUTb
onepaunoHHyto cuctemy Linux, Hactpoute SSH Server, naketbl yTUIIUT KOMaHOHOW CTPOKU M

06LLEeCMCTEMHBIX MPOrPaMMHbIX CPEACTB, YKa3aHHbIX B NepeyHe Bbille.

2.2.2 NMporpammHoe obGecne4vyeHne, yctaHaBnuBaemoe Ha CBT wuHauBMAayanbHOro

nonb3oBaHuA

Ana akcnnyataumm Cnyx6bl katanoroB «CerneHra»: Heobxogumo cregylollee
nporpaMmmHoe obecneyeHune, ycraHaBnusaemoe Ha CBT nHgueugyansHoro nonb3osaHus (APM

oneparopa):

1) Mpwn paspaboTke NporpamMmMHbIX U3genun Ha 6ase pyHKuMOHana, npeaocTaBnsemMoro
Cnyx6ou katanoroB «CeneHrax:
— OnepaunoHHbIE CUCTEMBI:

(1) Microsoft Windows Bepcun He Huxe 10.

(2) Apple macOS Bepcun He Hxe 11 «Big Sur».

(3) Linux ¢ agpom Bepcumn 5.4 1 Bbilwe 1 rpadomyeckum MHTEPGENCOM.
2)MNpn  akcnnyatauuMmM  NpOrpaMMHbIX — M3genui  Ha  6ase  byHKUMOHana,
npegoctasnsemoro Cnyxbon katanoroB «CeneHray:
— CoyeTaHue onepaLmoHHbIX cucTeMm 1 6paysepos:

(1) B cpene OC cemenctaa Microsoft Windows:

— Google Chrome Bepcumn He HUXe 67.

— Microsoft Edge Bepcun He Huxe 80.



9
RU BPMH.582915-01 33 01

— Mozilla Firefox Bepcun He Huxe 67.

(2) B cpege OC cemenctsa Apple macOS:
— Google Chrome Bepcun He HUXe 67.

— Apple Safari Bepcun He Hxe 11.1.

— Mozilla Firefox Bepcumn He Huxe 67.

(3) B cepege Linux:

— Google Chrome Bepcuun He HUXe 67.

— Microsoft Edge Bepcun He Huxe 80.

— Mozilla Firefox Bepcun He Huxe 67.
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3. XAPAKTEPUCTUKU NMPOIrPAMMDbI

3.1. BpeMeHHble xapaKTepUCTUKH

MporpammHoe u3genuve Cnyxb6a kaTanoroB «CeneHra»: NpegocTaBnsieT cpeactsa
AOCTyNa K XpaHsWWMMCs BHYTPW KaTanoroB [AaHHbIM, TakuM 06pasom, Mpu  ero
(pYHKUMOHMPOBAHUM OOMKHbI 0BecneynBaTbCsl BPEMEHHbIE XapaKTEPUCTUKWU, MNepeyeHb

KoTopbIx oToOpaxaeT Tabnuua 1.

Ta6bnuua 1 — MNepeyeHb BPeMEeHHbIX XapaKTepUCTHUK, KOTOpPbIM AOJDKHA
cooTtBeTcTBOBaTb Cnyxb6a katanoroB «CeneHra»
BpeMeHHble XxapaKTepucTuKnN, KOTOpPbIM A0JKHa 3Ha4yeHMe xapaKTepuCcTUK

cooTBeTcTBOBaTL Cnyx6a katanoros «CeneHra»?

KonnyectBo onepauuMn 4YTeHna Ona TBepOOTESIbHOro

. He meHee 200 000
HakonuTens, onepaunn B cekyHay

KonnyectBo onepauun uyteHms gns OJY, onepauui B
cekyHay

He meHee 200 000

KonnyectBo onepauuMn 3anucu  Ona  TBepOOTESIbHOro

. He meHee 150 000
HaKonuTens, onepaunin B CEKyHOy

Konnyecteo onepauminnt 3anucu ans O3Y, onepauuin B He MeHee 300 000

CeKyHay

CpeaHss 3agepxka, MKC He 6onee 4 000
MuHuManbHasa 3agepxka, MKC He 6onee 200
MakcnmanbHas 3agepxka, MKC He 6onee 300 000
3agepxka, B KOTOpyto ynoxunucb 95% onepauun, Mc He 6onee 12
3agepxka, B KOTOpyto yrnoxunuce 99% onepauumm, mc He Gonee 22

1 YkasaHHble BPEMEHHbIE XapaKTEPUCTUKN OOCTUTalOTCA Npun UCMNOJIb30BaHNN CpPeacTB

BbIYNCINTENBHON TEXHUKM CO crneayrwmMmmn nokasatenamMmm rnpon3BoanNTENbHOCTIAL

Mpoueccop Intel Xeon, ynucno agep, He meHee — 8.
Emkoctb O3Y, 6anT, He meHee — 32.
EmMKOCTb TBEpOOTENBHOrO HaKoNUTENsl AaHHbIX (CyMmapHo 4 HakonuTens), [6ant, He

meHee — 120.
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3.2. Pexxum paboTbl

Pexum  dyHkumoHnpoBaHns Crnyxbbl katanoroB «CeneHra» — KpYyrnoCyTOYHbIV

KpyrnoroguydHbin (24/7/365).

3.3. CpencrBa KOHTpoOnA npaBuUIibHOCTU BbINMOSTHEHUSA ]
caMoBOCCTaHaBMMBaeMOCTHU NporpaMmbl
3.3.1 CpeacTBa KOHTPOSIA NPaBUIIbHOCTU BbINOSIHEHUSA

KOHTpOJ'Ib npaBuUIiibHOCTU BbINOJIHEHUA CJ'Iy)K6bI kaTanoroB «CeneHra» ocyuwlecTBnAaeTCd

nocpencTBOM:
1) BHyTpeHHMX CpeacTB ANArHOCTUKM.
3.3.2 CpeactBa camoBOCCTaHaBIMBaeMOCTU

CamoBocctaHaBnmBaemoctb  Cnyxbbl  kaTanoroB  «CeneHra»  ocyllecTBnsieTcs

nocpeacTBOM BHYTPEHHUX pPennmKaLuii.

1) BHYTpeHHMX cpeacTB BOCCTAaHOBIEHWS.
1) CTOPOHHMX CpeAcTB aBTOMaTUYECKOrO Pe3epBHOIO KOMMPOBaHWSI.

2) BCTpOEHHbIX MHCTPYMEHTOB OMepaLMOHHON CUCTEMBI.



12
RU BPMH.582915-01 33 01

4. OBPALWLEHUE K NPOIMPAMME

4.1. BBegeHue

Katanor —ato "psg OTKpbITbIX CUCTEM, B3aUMOAEWCTBYIOLMX OPYyr C APYromM Ans
npepoctasnieHna cepsucos katanora" [X.500]. MNonb3oBaTtens kaTtanora, YenoBek unu gpyras
CYLWHOCTb, Mony4aeT AOCTyn K KaTanory nocpeacTBOM KrMeHTa (Mnu nosib30BaTeribCKoro
areHTa katanora (Directory User Agent, DUA)). 3TOT KNMEHT OT UMEHW Norb3oBaTens kartanora
B3aMMOOENCTBYET C OAHMM WIIM HECKONbKUMM cepBepaMmn (MNN CUCTEMHbLIMU areHTamu
katanora (Directory System Agent, DSA)). KnueHTbl B3avMOOeWCTBYIOT C cepBepaMmun C
NMOMOLLIbIO MPOTOKONAa A0CTyna K crny>k6am KaTanoros.

B paHHOM cnyyae wucnonb3yetca npoTokon Lightweight Directory Access Protocol
(LDAP).

4.2. BesonacHoOCTb

[aHHas Bepcus NpoToKoNa nNpeaocTaBnsieT BO3MOXHOCTU MPOCTOM ayTeHTMduKaumm ¢
NCNonb3oBaHMEM Maposfien B OTKPbITOM BMAE, a TakkKe ayTeHTUUKaumMm C UCMoSfib30BaHUEM
nboro mexaHumama SASL. YcraHoBneHue ypoBHen SASL wu/vunn TLS moxeT obecneunTtb
LLeNOCTHOCTb 1 Apyrmue cepBucbhl 6€30nacHOCTU MHGOPMaLUN.

Takke paspelwiaeTca BO3BpaT CEPBEPOM KAMEHTY CBOMX YYETHbIX [AaHHbIX AN
ayTeHTMdUKaLMN, eCrin OH 3axX04eT 3TO caenathb.

Mcnonb3oBaHue naponen B OTKPLITOM BUOE HAaCTOATENbHO HE PEKOMEHAYETCH TaMm, rae
NCNonb3yeMbli TPAHCMOPTHLIA CEPBUC HE MOXKET rapaHTMpoBaTb KOHMUAEHUMANBHOCTU U 3TO
MOXET NPUBECTU K PACKPbITUIO NApOsIs MOCTOPOHHUMW NINLAMMW.

Cuntaetcss npaBunbHbIM, KOrga cepBepbl NpefoTBpallaldT WM3MEHEHWs KaTanora
KNUeHTamu, oCyLecTBASOLWNMM A0CTYN aHOHUMHO (Cm. RFC4513).

CoobpaxeHuns 6GesonacHoCTM AnNA METOAOB ayTeHTudumkaumm, mexaHnamoB SASL u
TLS onucaHbl B REC4513.

ObmeH ayTeHTUPUKaLMOHHOMN nHpopmaumnen SASL He obecneunBaeTt
KOH(MAEHUMANbHOCTM UHOpMaUUN 1 3alimTbl LENOCTHOCTM ONA MOnen version unum name
3anpoca BindRequest, nonen resultCode, diagnosticMessage wnu referral oTBeTa
BindResponse, a Takke pAgna kakon-nmbo wuHgopmauun, coaepXallenca B dnemMeHTax
ynpaBreHus!, BIOXXEHHbIX B 3anpockl U oTBeTbl Bind. Takum o6Gpasom, He cnegyeT nomewlatb B
3TN NONSA BaXHYK MHPOPMAaLMIO, €CrlM OHa He 3aluMilieHa ApyruM crnocobom (Takum, Kak

yCTaHOBKa 3alLUMTbl HA TPAHCMOPTHOM YPOBHE).


https://datatracker.ietf.org/doc/html/rfc4513
https://datatracker.ietf.org/doc/html/rfc4513
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PasnnyHble dakTopbl 6e3onacHoCcTM (B TOM 4ucne ayTeHTUUKaAUMOHHas WU
aBTOpM3aUMOHHas UHMopmauusa n cepsucbl 6e30MacHOCTU aHHbIX) MOTYT MEHATLCA B XOAe
ceccun LDAP vnu paxe BO BpeMs BbINOSIHEHUSA KOHKPETHOW onepauuu. Hanpumep, moxert
3aKOHYMUTLCSA CPOK AENCTBUSA YYETHBIX AHHbIX, MOTYT NU3MEHNTBCS aBTOPU3ALNOHHbBIE CYLLHOCTM
Unn nNpasua KOHTPOs AocTtyna, nnbo ypoBeHb (ypoBHU) obecnedeHuns 6e3onacHOCTU, NOBEPX
KoTopbix paboTtaeT ceccusa LDAP, moryT ObiTb 3amMeHeHbl unu ux paboTa 3aBepLueHa.
Peanusauun pomkHbl obecneyunTb [OCTATOYHYH HaAEXHOCTb npu 0bpaboTke M3MeHeHui
dakTopoB 6e3onacHOCTHU.

B HekoTOpbIX cnyyasx MoXeT ObITb LienecoobpasHo NpoaoknTb paboTy gaxe B CBETE
n3MeHeHnn daktopa 6e3onacHocTn. Hanpumep, MoxeT ObiTb LenecoobpasHo NPOAOIPKUTb
onepaumto  Abandon HesaBMCMMO OT npou3olennx W3MEHEHUN, WM NPOAOIKUTL
BbINOSTHEHME KaKOW-NMMBO onepauuun, Koraa W3MEHEHWe MpuMBErio K MOBbILWEHUD (UMK
ycTaHoBneHno) paktopa 6GesonacHoctn. B apyrmx cnyyasx MoxeT ObiTb LenecoobpasHo
3aBepwnTb Heygaden nnbo MameHuTb 06paboTKy mpousBogMmon onepaumn. Hanpumep, npu
CHATUWN 3alnTbl KOHPUOEHUNANBHOCTU MOXET ObITb LienecoobpasHo nMbo 3aBepLunTb 3anpoc
Ha nonyveHne KoHuaeHUManbHbIX AaHHbIX Heyaaden, nnbo, Kak MUHUMYM, UCKITUNTDL Takne
AaHHble 13 BO3BpaLLaeMoro pesynbTaTa.

Peanunsauuu, kawwupyowme nonyyeHHble nocpeactsom LDAP aTtpubyTbl 1 3anucy,
OOIMKHbI 06ecneynTb NOAAEPXKKY KOHTPONA AOCTyna npw NpegoCcTaBneHnm Takon MHdopmaumm
HECKONbKMM KIMEHTaM, MOCKOMbKY Y CEPBEPOB MOryT MMETbCA MOMMMTUKM KOHTPONSA O0CTyna,
npegoTepallaloLLmMe Bo3BpaLleHe 3anmcen n atpubytoB B pesynbTatax onepaumm Search, 3a
UCKITIOYEHNEM  KOHKPETHbIX  KMWEHTOB, MNpoleawux ayTeHTudukaumo. K npumepy,
WHpopMaUMIo M3 K3lla MOXHO BblgaBaTb TOMbKO TEM KNMEHTaMm, B pesynbTaTe 3anpoca
KOTOpPbIX OHa 1 Obina 3akaWwmnpoBaHa.

CepBepbl MOryT BO3BpallaTb OTCbIIKM NMOO CCbINKM-NPOOOIMKEHNUS B peayrnbTaTe
onepauun Search, nepeHanpaBndalLLME KIMEHTOB Ha Apyrne cepBepbl. HegobpocoBecTHble
NPUNOXEHUA UMEKT BO3MOXHOCTb BHEAPUTb NOAOOGHbIE OTCbINKM B MOTOK AaHHbIX, MblITAdAChb
TEM caMblM MepeHanpaBuUTb KIMEHTa Ha HeJoOpocoBecCTHbIM cepBep. KnueHTam
PEKOMEHOYETCS Yy4MTbiBaTb 3TO W, MO BO3MOXHOCTW, OTKMOHATb OTCbIMKW, €cnu 3awmTta

KOHpmaeHUManbLHOCTN He obecneyeHa.
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Copepxumoe nonen matchedDN u diagnosticMessage, a Takke HEKOTOpPbIE 3HAYEHUS
pesynbTupytowmx kogos resultCode (Hanpumep, attributeOrValueExists n entryAlreadyExists)
MOrYT pacKkpbiBaTb HanniMe uUnmM OTCYTCTBME KOHKPETHbIX [aHHbIX B KaTanore, 3alimuiaeMbix
CpeAcTBaMU KOHTPONSA [OCTyna W APYrMX agMUHUCTPATUBHBIX OrpaHuvyeHun. Peanusaumam
cepBsepa cnefyet orpaHMyYnBaTh AOCTYN K 3allmiaeMon MHpopmaumm B paBHOW CTEMEHUN Kak B
HOpMaribHbIX YCNOBUSIX, TaK U NPU BO3HUKHOBEHMMW OLLNMBOK.

CTopoHbl MpoToKoNa AOSMKHbl ObiTb rOTOBblI ObOpabaTtbiBaTb HEBEpPHblE KOLAMPOBKM
NPOTOKOSIa U KOOMPOBKU NPOU3BOSIbHOW AfMHbI. HeBepHble KOAMPOBKM NPOTOKOSA BKIIKOYaKOT B
cebsa: umcknioyeHus koampoBkn BER, wuckniouveHns dopmata ctpokm u koguposkun UTF-8,
UCKITIOYEHNS NEepenosiHEHNS, UCKMIOYEHUSA LIENOYUCIIEHHbIX 3HAYEHUN, a TakKe WUCKITHYEeHUs
donara on/off GuHapHoro pexnma.

B cnyyae obHapyXeHus CTOpOHaMuM MPOTOKOMa Kakom-rmbo aTaku, KoTopasi MOXeT
NPUBECTU K MIIOXUM MOCNEACTBUAM MpU NPOAOSPKEHUN B3aMMOAENCTBUS Ha NobOM ypoBHE B

pamkax ceccun LDAP, um cnepyet HemeneHHO npekpatutb 3Ty ceccuto LDAP.

4.3. O6wme aneMeHThbl

[aHHbIn pa3gen onucbiBaeT dopmat 6roka AaHHbIX npoTtokona "KoHeepT coobuieHns
LDAP" (LDAPMessage envelope Protocol Data Unit (PDU)), a Takke onpeaeneHvss TUMNoB

OaHHbIX, KOTOPbl€ NUCIMOJIb3YKTCA B ornepaundax rnpoToKosa.

4.3.1 KoHBepT coobLieHus

B uenax obmeHa coobweHusmMn nNpoToKona, BCe onepauMm  NpoToKona
WMHKancynupytTca B obwui koHBepT LDAPMessage. Onpenenenne LDAPMessage
oTobpaxaeT PucyHok 1.

LDAPMessage ::= SEQUENCE ({

messagelD MessagelD,

protocolOp CHOICE {
bindRequest BindRequest,
bindResponse BindResponse,
unbindRequest UnbindRequest,
searchRequest SearchRequest,
searchResEntry SearchResultEntry,
searchResDone SearchResultDone,
searchResRef SearchResultReference,
modifyRequest ModifyRequest,
modifyResponse ModifyResponse,
addRequest AddRequest,
addResponse AddResponse,
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delRequest DelRequest,
delResponse DelResponse,
modDNRequest ModifyDNRequest,
modDNResponse ModifyDNResponse,
compareRequest CompareRequest,
compareResponse CompareResponse,
abandonRequest AbandonRequest,
extendedReq ExtendedRequest,
extendedResp ExtendedResponse,

L4

intermediateResponse IntermediateResponse },

controls [0] Controls OPTIONAL }
MessageID ::= INTEGER (0 .. maxInt)
maxInt INTEGER ::= 2147483647 -- (2""31 - 1) -

KoHnBepT coobLwieHus LDAPMessage
PucyHok 1

HasHayeHne LDAPMessage — npenoctaBuTb KOHBEPT, coAepxawun obwme nons,
Tpebyemble BO Bcex obMeHax cooblleHusamu npoTtokona. B HacTosawmm MOMeHT obwmmu
nonamu aBNAKTCA Tonbko messagelD u controls.

Ecnn cepsep nonyyaetr ot knueHta LDAPMessage, B KOTOPOM KOHCTPYKLUMS
LDAPMessage SEQUENCE He mMoxeT ObITb pacnosHaHa, nnbo messagelD He moxeT 6biTb
pa3obpaH, NMbo 3Ha4vyeHue B none protocolOp He pacno3HaéTtcs Kak 3anpoc, NMMbo obHapyxeHo,
YTO 3aKoaupOBaHHAs CTPYKTypa Unu AnvHa nonen AaHHbIX HEKOPPEKTHbI, TO CepBepy criegyet
BepHyTb Notice of Disconnection (YBegomnenune o6 OTKNOYEHUN) C PE3YNbTUPYIOWUM KOLOM
resultCode, yctaHoBneHHbIM B protocolError, nocrne 4yero oH JOMKeH HEMEeANeHHO 3aBepLUnTb
ceccuio LDAP.

B ocTanbHbIX criydasix, Koraa KnneHT nunu cepeep He MoryT pasobpaTts LDAP PDU, um
cnefyeT HemenrneHHo 3aBepwnTb ceccuo LDAP, ecnu ganbHenwee B3auMogencTeme (B TOM
yucne npegocTaBneHne yeegomneHms) 6oino obl narybHbiM. B npoTnBHOM crniyyae peanusaumm
cepBepa [OOSMKHbl BO3BpallaTb COOTBETCTBYHOLWMA OTBET Ha 3anpoc, ¢ kogom resultCode,
yCTaHOBMEHHbIM B protocolError.

Mons koHBepTa coobuweHnss LDAPMessage onpeaenset Tabnuvua 2.

Tabnuua 2 — Nonsa KoHBepTa coobLWeHns

HaunmeHoBaHue

OnucaHue Tun
aTpmbyTta
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HanmeHoBaHue

OnucaHue Tun
aTpmbyTta

MessagelD [Mlone pOMKHO UMMETb  HeHyrneBoe  3HayeHue, Integer
oTnnyHoe oT messagelD nwboro apyroro 3anpoca B
TeyeHMe ofHoM n Ton xe ceccum LDAP. Hynesoe
3HayeHVe  3ape3epBUpOBaHO  AnNd  COOBLLEeHUI
He3anpoLUEeHHbIX yBeJOMIEHUN (unsolicited
notification message).

O6blyHO KNUEHTHI npu KaXkaoMm 3anpoce
YBENUYNBAIOT CYETUUK HA eauHULLY.

KnueHTy HeponycTMMO nocbkinaTb 3arnpoc C TEM Xe
messagelD, 4TO0 M B npeablgylmMx 3anpocax, B
pamkax opgHon un Tom xe ceccum LDAP, 3a
NCKITIOYEHMEM TeX Crny4vaeB, Korga eCTb BO3MOXHOCTb
onpegenuTb, YTO 3TU NpeablayLime 3anpockl bonblue
He obcnyxmnBatoTcsa cepBepoM. B npoTuBHOM criyvyae
nosefeHne He onpegeneHo.

protocolOp [MepeyeHb Bcex onepaunin NnpoTokona List

controls OneMeHTbl ynpaBfeHus NpefoCTaBNAT MEXaHU3M,
C MNOMOLLbID KOTOPOrO CEMaHTUKA W aprymeHTbl
cywecTtByowmnx onepaumn LDAP  moryt  6bITb
pacwupeHbl. K ogHomy coobuweHno LDAP moryt
OblTb  MpUCOEOVHEHbl  OOWH WU HECKOJSIbKO
3NleMeHTOB  ynpasneHusa. [lenctBue  anemeHTa
ynpaBneHus pacnpocTpaHaeTca TOSbKO Ha
CeMaHTUKy TOro coobuweHns,, K KOTOPOMY OH
NPUCOEONHEH.

OnemMeHTbl yNpaBrfeHusi, MNOCbIaeMble KIMEHTOM,
HasblBalTCA "anemeHTamu ynpasreHna 3anpoca”
("request controls"), a nockblnaemble cepBepoM —
"anemeHTamn ynpaeneHus otBeta" ('response
controls").

CTpykTypy nonsi otobpaxkaet PUCYHOK 2.

Controls ::= SEQUENCE OF control Control

Control ::= SEQUENCE {
controlType LDAPOID,
criticality BOOLEAN DEFAULT FALSE,
controlValue OCTET STRING OPTIONAL }

Ctpykrypa nonsa Controls
PucyHok 2

Mons anemeHTa ynpaeneHust Controls otobpaxaet Tabnuua 3.
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Ta6nuua 3 — Nons anemeHTa ynpasneHusa Controls

HaunmeHoBaHue
aTpmbyTta

OnucaHue

Tun

controlType

ToyeyHo-unpposoe npeacraesneHve
noeHtndpukatopa obbvekta OBJECT IDENTIFIER,
YHUKanbHO WOEHTUMUUMPYIOLLEro OaHHbIA 3NeMeHT
ynpaenexHus. Takum obpa3om obGecneuymBaeTcs
O[HO3HAYHOCTb NMEeHOBaHNS 3N1eMEeHTOB
ynpasneHus. YacTto anemMeHT (anemeHThI)
ynpaBsreHus oTBeTa, npegoctaBnsemMble B OTBET Ha
3NeMeHT yrnpasneHusa 3anpoca, pasgensioT C 3TUM
3NleMEeHTOM  yrnpaBfeHus  3anpoca  3HayYeHusd
controlType.

LDAPOID

criticality

Mone criticality nmeeT cMbICN TONMbKO B 3anemMeHTax
ynpaBneHus, MpUCOEAMHSIEMbIX K  COOBLLEHMAM
3anpoca (3a wucknoveHnem UnbindRequest). [Ons
9MIeMEHTOB  yNpaBfeHusi, NpUCoeauHAEeMbIX K
coobuweHuam otBeta U UnbindRequest, none
criticality gormkHo 6bITb ycTtaHoBneHo B FALSE, wu
AOIMKHO  ObITb  NPOMTHOPMPOBAHO  MPUHUMALOLLEN
cTopoHon npotokorna. 3HadeHne TRUE ykasbiBaeT Ha
TO, YTO BbINOSIHEHNE onepaumm 6e3 NpUMEeHeHUs
CEMaAHTUKM  3NeMeHTa  yrnpaBreHus  ABnsieTcs
HenpuemnembiM. KoHkpeTHee, o6paboTka nons
criticality BoinonHaeTcs cneayrowmm obpasom:

Ecnu cepBep He pacnosHa€T Tun anemMeHTa
ynpaBneHus, onpeaensieT, YTo TOT He COOTBETCTBYET
BbINOSTHAEMOWN onepauun, UNn MNo KakomW-TO ApYrow
nPUYNHE He XenaeT WUCMNONHATL onepauui C
3reMeHTOM yrnpasneHusa, u ecnu none criticality
yctaHoBneHo B TRUE, cepBep He pomkeH
BbIMONHATL 3Ty oOnepauuio W, And onepauun, y
KOTOpPbIX €CTb OTBETHOEe cooluieHne, OH [OOJTKeH
BEPHYTb cooOLleHne C pe3ynbTUPYOLWUM KOLOM
resultCode, yCTaHOBMNEHHbIM B
unavailableCriticalExtension.

Ecnn cepBep He pacno3Haét Tun anemMeHTa
yrnpaBneHus, onpeaensieT, Yto TOT HE COOTBETCTBYET
BbIMNOSIHAEMON onepauun, UM no Kakon-to Apyrou
NPUYNHE HEe XenaeT WCNOMNHATbL onepauuto C
3fIEMEHTOM YynpasfieHusi, U ecnu none criticality
YCTaHOBIEHO B FALSE, cepBep  OOIMKeH
NPOUrHOPMPOBAaTb 3TOT ANIEMEHT yNpaBIeHus.
He3aBUCMMO OT KPUTUYHOCTWU, €CNN  JNEMEHT
ynpaBneHuss  nNpuUMeHsieTcsa K onepauunm,  OH
npumeHseTca nocregoBaTenbHO U 6e3 UCKNIYEeHUN
KO BCen onepaunmn Lernmnkom.

3HauyeHne no ymonyanuto: false

Boolean
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HanmeHoBaHue
OnucaHue Twun
aTpmbyTta
controlValue [aHHoe none mMoxeT cogepxaTb uWHGopmaumto, | Octet String

CBsI3aHHY0 C TMNom controlType. ®opmat aToro nosns
onpegensieTcs crneundukaymnen anemMeHTa
ynpasneHus. Peanusauun npoTtokona A0SMKHbI ObITb
rotoBbl obpabaTtbiBaTh CTPOKY OkTeToB controlValue
NPOW3BOMBHOIO COOEPXXUMOro, B TOM YUCIEe HYNeBOW
ANWHbI. JTO none OTCYTCTBYeT TONMbKO B Chnydae,
Korga C 9nemMeHTOM YynpaBneHus ornpeaenéHHoro
TMNa He CBA3aHO HWKaKon WHgopmauuM B Buae
3HayeHus. Korga 3sHayeHue controlValue onpegeneHo
B TepmuHax ASN.1 u 3akoguposaHo BER, oHo Takxke
cnegyeTt npasunam pacLimpsaemMocCTy.

CepBepbl NnepevmcnaT nogaepxmeaemMble MMy TUMbI
controlType anemeHTOB YynpaBreHUs 3anpoca B
atpubyTte "supportedControl" 3anucu root DSE.

He cnepyetr o0beauHATb 3MNeMeHTbl ynpaBreHus,
KpoMe  crydaeB, Korga  CeMaHTMKa  Takoro
obbeanHeHus Obina onpegeneHa. CemaHTUKK
o6beanMHeHNs  3NEeMEHTOB  ynpaBfeHus,  ecnu
TakoBble onpeaeneHbl, Kak NpaBuno MOXHO HaWTU B
crneumdmrkaumm anemeHTa ynpaeneHus,
ony6nmkoBaHHON nosgHee  ocTalbHbIX. Ecnn
BCTpeyvaeTcs obbeamHeHne aNemMeHTOB ynpaBreHus,
CeMaHTMKa KOTOPOro HeBepHa, He onpegeneHa (Mnu
HensBecTHa), cooblleHne  cumTaeTcs naoxo
ChOPMUPOBAHHbLIM; TakuMm o06pa3oM, onepauns
3aBepllaeTcsl Heydaven ¢ pesynbTUPYHOLLMM KOLOM
protocolError. 3nemeHTbl ynpaBneHus C MNOJIEM
criticality, ycraHoBneHHbim B FALSE, moryT O6bITb
NPOUHOPMPOBAHbI C LeSbio Nony4yeHns AonyCcTUMMOro
coyeTaHusa. Kpome Toro, ecnu B cneundmkaumm He
yKasaHbl CEeMaHTUKW, 3aBucAWME OT nopsgka
cnefoBaHUs  3NIEMEHTOB  ynpaBneHusi, nopsigok
KOMBUHaumm 9NeMEHTOB ynpasneHus B
nocnegosaTtenbHocTn SEQUENCE wurHopupyeTtcs.
Tam, rge nopsgok  cnegoBaHWA  ANIEMEHTOB
ynpaBneHus [JOoImKeH OblTb NPOUrHOPUPOBaH, HO
cepBep He MOXeT ero NpoMrHopupoBatb, coobLieHne
cunTaeTcsa nIoxo cOPMUMPOBAHHBIM W onepauus
3aBepllaeTcs Heydaden C pesynbTUPYHOLLMM KOLOM
protocolError. OnaTb e, 3MeMeHTbl yrnpaBneHnsa c
nonem criticality, ycraHoBneHHbiM B FALSE, moryt
OblTb  MPOWUrHOPMPOBaHbI C  LENbio  NONyyYeHus
AO0MNYyCTUMOrO CoYeTaHUS.
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4.4. Onepauun

4.4.1 Onepauma nogcoeauHeHus Bind

®dyHKUMA onepaumm Bind — paspewnTts obMeH ayTeHTUdUKALMOHHOM MHOpMaLMeEn
Mexay KnneHToM u cepsepoM. Onepauust Bind gormkHa paccmaTpuBaTbCs Kak onepauus
"ayTeHTudmkaumn". OnepaumoHHble, ayTeHTUMMKALMOHHbIE N CBS3aHHble C 6e30MacHOCTbIO

CeMaHTUKM JaHHOW onepaumn gaHbl B REC4513.
4.4.1.1. 3anpoc

CTpykTypy 3anpoca Bind otobpaxaeT PucyHok 3.

BindRequest ::= [APPLICATION 0] SEQUENCE ({
version INTEGER (1 .. 127),
name LDAPDN,
authentication AuthenticationChoice }
AuthenticationChoice ::= CHOICE {
simple [0] OCTET STRING,
-- 1 u 2 3apes3epBMPOBAHEH
sasl [3] SaslCredentials,
}
SaslCredentials ::= SEQUENCE {
mechanism LDAPString,
credentials OCTET STRING OPTIONAL }
CtpykTypa 3anpoca
PucyHok 3

Mons 3anpoca Bind otobpaxaeTt Tabnuua 4.

Tabnuua 4 — Nonsa 3anpoca Bind

HanmeHoBaHue
OnucaHue Tun
aTpmnbyTta
version Homep Bepcun, ykasbiBalOWMiA BEPCUKO MPOTOKOMA, Integer

KoTopasi 6ydeT uMCNonb3oBaTbCA Ha  YPOBHE
coobuweHun LDAP. B 3TOM OOKyMEHTE onucbiBaeTCs
Bepcusi 3 npotokona. CornacoBaHusi BEpPCUA He
npounssoauTca. KnneHT ycTaHaBnvBaeT BepCcUio B
3TOM nofe no csoemy XenaHuo. Ecnn cepsep He
nogdepXuBaeT YKa3aHHYH BEpCUI0, OH [JOJKeH
oTBeTUTbL coobuweHnem BindResponse, B KOTOpOM
pesynbTupytowmn  kog resultCode ycrtaHoBneH B
protocolError.



https://datatracker.ietf.org/doc/html/rfc4513
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HanmeHoBaHue

OnucaHue Tun
aTpmbyTta

name Ecnn none He nyctoe, OHO cogepXuT umsa obbekTa LDAPDN
KaTtanora, OT KOTOPOro KIMEHT XOo4eT MpOM3BECTH
nogcoeguHeHve. JTO MNofle  MOXET MpuUHMMaTb
HyfeBO€e 3HayeHue (CTpoKa HyrneBOW AfNHbI) B LEnsX
aHOHMMHoro nogcoeauHenns ([REC4513], pasgen
5.1) unn npn ncnonb3oBaHmm SASL-ayTeHTUpMKaLUK
[REC4422] ([REC4513], pasgen 5.2). lpn nonbiTke
HaNTN NOMMEHOBaHHbIN OOBEKT, CEpBEPY HEe crneayeT
BbIMOMHATL pasblIMeHOBaHWE NCeBAOHUMOB.

authentication MHopmaums, ncnonbsyemas onst ayreHTudmkaumm.
OTa YyacTb COO0OLEHNS SABNSETCA paclUMPAEMON, Kak
onpegeneHo B pasgene 3.7 [REC4520]. Cepsepsbl, He
noggepXxuBamlime  nNpeaoCcTaBfEHHbIA  KITMEHTOM
BapuaHT ayTeHTUPUKaALNOHHON NHopMaLuu,
BO3BpaLuatT coobLleHne BindResponse c
pe3ynbTUpPYOLWUM KOLOM resultCode,
YCTaHOBIIEHHbIM B authMethodNotSupported.
MapameTpbl nonsa otobpaxaet Tabnuua 5.

Tabnuua 5 — NMapameTpbl nona authentication

HanmeHoBaHue

OnucaHue Tun
aTpubyTta

simple TekcToBblE naponu (cocTosiwme n3 | Octet String
nocrnegoBaTenlbHOCTU  CMMBOSIOB  C  M3BECTHbIM
HabopoOM CMMBOJSIOB M KOAMPOBKOW), nepedaBaemble
Ha cepBep C WCMNOMb30BaHMEM BapuaHTa simple
KOHCTPYKLUUK AuthenticationChoice, JOJTKHbI
nepenasaTtbca kKak Unicode, 3akogmpoBaHHbii UTF-8
RFC3629. [lepen nepepayvyen KnNueHTy cneayet
NnoaroTOBUTbL TEKCTOBbLIE MApPOSIM Kak CTPOKM 3arnpoca
"query" nNyTEM TMNPUMEHEHUS K HUM nNpodoumns
SASLprep REC4013 anroputma stringprep RFC3454.
Maponun, coctosiwme M3 Apyrux AaHHbIX (Takue, Kak
CnyyaunHbl HABOp OKTETOB), HE OOTKHbI NU3MEHSTLCS.
OnpeneneHve  TOro, 4BMASETCA M Maponb
TEKCTOBbIM, BO31araeTcsi Ha KIMeHTa.

sasl KoHCTpyKuMs, npefcTaBneHHas 3HadYeHusiMU Mnonemn
mechanism u credentials.

CoeguHeHne LDAP moxeT 6bITb yCcTaHOBREHO nmbo BO BpeMsa co3gaHusa obbekTa,
nmbo Kak oTAenbHbIA wWar. TOYHO TakK Xe ayTeHTUUKauMs MOXET BbINOMHATLCA AN
COeanHeHNst BO BpPeMSi ero Co3daHusl, BO BpeMsi ero YCTAHOBMNEHWUS UMM KakK OTAEeNbHbIN

npouecc. MNpumep 3anpoca Bind Ha s3bike Java oTobpaxaeT PUCyHOK 4.



http://tools.ietf.org/html/rfc4513#section-5.1
http://rfc2.ru/4422.rfc
http://tools.ietf.org/html/rfc4513#section-5.2
http://tools.ietf.org/html/rfc4520#section-3.7
https://pro-ldap.ru/tr/rfc/rfc4511.html#ref-Unicode
http://tools.ietf.org/html/rfc3629
http://tools.ietf.org/html/rfc4013
http://tools.ietf.org/html/rfc3454
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// Co3maérca HOBOE HEYCTAHOBJIEHHOE COeOMHEeHMe. 3aTeM MNOIOKJIUAaeTCH UM BHIIOJIHASTCSH
// TpoCTOoe NPUCOEIMHEHME OTHEJILHOM Olepaluein.

LDAPConnection ¢ = new LDAPConnection () ;

c.connect (address, port);

BindResult bindResult = c.bind(bindDN, password) ;

//// CCB,U,:}é‘L‘CH HOBOEe COeIMHeHUue, KQL‘QPQ% YCTaHaBJIMBaAeTC4d BO t‘:p%M/& CO3IOD$aHM4a, UM 3aTeM
//// AlpOXO,U,J/lL‘ OTIOEeJIbBHO :zy‘rejrmdgm&a;mm, MCIIOJIE 3y A ALpOC‘L‘yF‘/ :';y‘rejrmdgm&a;mc

c = new LDAPConnection (address, port);

BindResult bindResult = c.bind(bindDN, password) ;

//// CCB,U,:}é‘L‘CH HOBOEe COeIMHeHUue, KC‘L‘CE)C@ YCTaHaBJIMBAETCA UM CBA3BIBAET, MCIIOJIb3YHA pr)’:lyt\’)
// ayTeHTHOMKALIMIO, BCE B ONHOM maTe.

c = new LDAPConnection (address, port, bindDN, password) ;

Mpumep 3anpoca Bind
PucyHok 4

4.41.2. OTBeT

CtpykTypy oTBeTa Bind otobpaxaeT PucyHok 5.

BindResponse ::= [APPLICATION 1] SEQUENCE ({
COMPONENTS OF LDAPResult,
serverSaslCreds [7] OCTET STRING OPTIONAL }

CtpykTypa oTBeTa
PucyHok 5

Mons oTeBeTa Ha 3anpoc Bind otobpaxaet Tabnuua 6.

Tabnuua 6 — MNons oTBeTa Ha 3anpoc Bind

HaunmeHoBaHue

OnucaHue Tun
aTpmbyTa
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HanmeHoBaHue

OnucaHune Tun
aTpmbyTa

LDAPResult O6 ypmayHom 3aBepweHun onepaumm  Bind
cBuaeTenncTeyeT BindResponse c
pes3ynbTUPYHOLLMM KOOQoM resultCode,
YyCTaHOBMEHHbIM B success. [1pu MHOM mucxoge B
BindResponse yCTaHaBnvBaeTcs
COOTBETCTBYHOLLNN pe3yrbTUPYHOLLNIA Kop.
PesynbTnpytowmm Kon protocolError B
BindResponse MOXeT wucnonb3oBaTtbCA  ANs
yKa3aHus Ha TO, YTO NpeAoCTaBMAEHHbIN KITMEHTOM
HOMEp BEPCUM HE NOAAEPXKMBAETCA.

Ecnn KNUEeHT nonyyaet coobueHune
BindResponse, B KOTOpOM resultCode
yCTaHoBMeHo B protocolError, oH AomKeH cunTaThb,
YTO cepBep He nogaepxusaet 3Ty Bepcuo LDAP.
KnneHT mMoxeT ObiTb CNocobeH nNpOAOITKUTL
Ceccuro C Opyron Bepcuen [aHHOro npoToKosia
(npu  aTom MoxeT noTpeboBaTbCA UMM He
notpeboBaTbCS 3aKpbiBaTb n BHOBb
yCTaHaBnNMBaTb  TPAHCMNOPTHOE  COeAMHEHUs),
O[HAKO OrnucaHue TOro, Kak MOXHO NPOAOIKUTb
Ceccuo C Opyrov Bepcuen [aHHOro npoTokona,
BbIXOOAMT 3@ paMKu 3TOro AokymeHTa. KnuneHtam,
KOTOpble He B COCTOSIHUM WM He XenawT
npogosrkaTb CeCccuo, crnegyeT 3aBeplunTb 3Ty
ceccuto LDAP.

serverSas|Creds Mcnonb3yeTtcsa Kak yactb onpegenédHoro B SASL OCTET STRING
MexaHu3mMa MnoAcOoedMHEHUA, 4YTOObl MO3BONUTL OPTIONAL
KNWEHTY ayTeHTUduumpoBaTb cepBep, C KOTOPbIM
OH B3anMMOENCTBYeET, nnoéo BbIMONHUTb
ayTeHTuumkaumio TMNa "BbI30B-0TBET"
("challenge-response”). Ecnn KNWEHT BbINOSHAN
nogcoegvHeHne c MexaHu3aMom simple, nub6o
mMexaHu3aMm SASL He TpebyeT, 4TObOLI CepBep
BO3BpaLLan MHopMauuo KNneHTy, TO BKOYaTb
370 none B BindResponse He HyxHo.

4.4.2 Onepauunsa otcoeamHeHma Unbind

HasHauyeHne onepaumm Unbind — 3aBepwieHne ceccum LDAP. Onepauma Unbind He
SBMSETCA NPOTMBOMOMOXHOCTbIO onepaumn Bind, kak MOXHO NpeanonoXuTb U3 Ha3BaHUS.
HavmeHoBaHMa aTMx onepauun aBnawTca uctopudeckumn. Onepaums Unbind  gomkHa

paccMaTpmBaTbCA Kak onepauna Boixoga "quit”.
4.4.2.1. 3anpoc

CTpykTypy 3anpoca otcoeanHeHus Unbind otobpaxaeT PucyHok 6.
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UnbindRequest ::= [APPLICATION 2] NULL

CtpykTypa 3anpoca
PucyHok 6

Mpumevanue: knuneHT npu nepepade UnbindRequest n cepBep npu nonyyeHun
UnbindRequest aomkHbl KoppekTHO 3aBepwnTb ceccuto LDAP. ObpaboTka He3zaBepLUEHHbIX
onepauun npou3BoauTCA crieaylowmm obpasom: Npy 3aKkpbiTUM TPAHCNOPTHOrO COeAMHEHUs
nobble He3aBepLIEHHbIE onepaumn Ha ypoBHe coobuieHnnn LDAP oTtbpackiBatoTca (ecnm 3To
BO3MOXHO), NMbo 3aBepLuatoTcs 6e3 nepenayvm oteseTa (Korga oTkasaTbCA OT UX BbINOSIHEHUS
HEBO3MOXHO). Takke, NpWU 3aKpPbITUM TPAHCMNOPTHOrO COEAMHEHUS, KIMEHT He [OSKeH
nogpasymeBaTb, 4YTO ftobble He3aBepLuMBLUMECA ornepauuy OBHOBMEHMA Obinv BbINOSTHEHDI

ycnewHo unn HeycrnewHo.

Mpumep 3anpoca Unbind Ha A3bike Java oTobpaxaeT PucyHok 7.

public static wvoid closeConnection( LdapNetworkConnection conn ) throws LdapException,
IOException
{

if ( conn '= null )

{
conn.unBind () ;

conn.close() ;

Mpumep 3anpoca
PucyHok 7

Mpumep 3anpoca Unbind Ha sa3bike Java ¢ ucnonb3oBaHWEM nepexBaTta u obpaboTku
ncknoveHnn otobpaxaet PucyHok 8.

@Override
public void close(final RequestControl[] controls)
throws LdapException
{
if (controls !'= null) {
throw new UnsupportedOperationException ("Provider does not support unbind with controls");
}
if (connection !'= null) {
try {
if (connection.isConnected()) {
connection.unBind () ;
}
} catch (org.apache.directory.api.ldap.model.exception.LdapException e) {
logger.error ("Error unbinding from LDAP", e);




24
RU BPMH.582915-01 33 01

}

try {
connection.close();

} catch (IOException e) {
throw new LdapException (e) ;

} finally {
connection = null;

}

}
}

Mpumep 3anpoca
PucyHok 8

4.4.3 Onepauunsa noucka Search

Onepauusa Search ncnonb3yetcs ans Toro, YTodbl 3aNpocuTb cepBep BEPHYTbL (Mocne
NPOBEPKN KOHTPONSA OOCTyna W OpYyrux orpaHuveHuin) Habop 3anucen, COOTBETCTBYHOLLMX
KOMMNNEeKCHOMY KpuTeputo nomcka. OHa MOXeT ObITb Ucnonb3oBaHa Ans nosyvyeHns atpmbyTos
€ONHCTBEHHOW 3anucu, 3anucen, HEenocpeacTBEHHO MOAYMHEHHBIX KaKOW-NMOO KOHKPETHOW

3anucu, Nnbo Bcero nogaepesa 3anuncei.

4.4.3.1. 3anpoc

CtpykTypy 3anpoca Search otobpaxaeT PUcyHok 9.

SearchRequest ::= [APPLICATION 3] SEQUENCE ({

baseObject LDAPDN,

scope ENUMERATED {
baseObject (0),
singlelevel (1),
wholeSubtree (2),

s

derefAliases ENUMERATED {
neverDerefAliases (0),
derefInSearching (1),
derefFindingBaseObj (2) ,
derefAlways (3) },

sizeLimit INTEGER (0 .. maxInt),

timeLimit INTEGER (0 .. maxInt),

typesOnly BOOLEAN,

filter Filter,

attributes AttributeSelection }

AttributeSelection ::= SEQUENCE OF selector LDAPString

-- cTpoka LDAPString, orpaHMYeHHas KOHCTPyKUMeN

-- <attributeSelector> u3 paszmesa 4.5.1.8

Filter ::= CHOICE {
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and [0] SET SIZE (1..MAX) OF filter Filter,
or [1] SET SIZE (1..MAX) OF filter Filter,
not [2] Filter,
equalityMatch [3] AttributeValueAssertion,
substrings [4] SubstringFilter,
greaterOrEqual [5] AttributeValueAssertion,
lessOrEqual [6] AttributeValueAssertion,
present [7] AttributeDescription,
approxMatch [8] AttributeValueAssertion,
extensibleMatch [9] MatchingRuleAssertion,
}
SubstringFilter ::= SEQUENCE ({
type AttributeDescription,
substrings SEQUENCE SIZE (1..MAX) OF substring CHOICE {

initial [0] AssertionValue,

any [1] AssertionValue,

final

MatchingRuleAssertion ::

[2] AssertionValue

SEQUENCE {

—— MOXET BKIOUYATBCHA TOJIBKO OIOMH pPas3s

} —— MOXEeT BKIUATLCSH TOJIbBKO ONOUH ras

matchingRule [1] MatchingRuleId OPTIONAL,
type [2] AttributeDescription OPTIONAL,
matchValue [3] AssertionValue,
dnAttributes [4] BOOLEAN DEFAULT FALSE }
3anpoc
PucyHok 9

Mons 3anpoca

Search otobpaxaet Tabnuua 7.

Ta6bnuua 7 — MNons 3anpoca Search

HaumeHoBaHue
Onucanune Tun
aTpubyTa

baseObiject Mmsa 3anmucu 6aszoBoro obvekTa (Mnu, BO3MOXHO, LDAPDN
KOPHEBOW  3anucu), OTHOCUTESIbHO  KOTOPOW
AOMMKHa ObITb BbLINOMHEHA oOnepauus noucka
Search.

scope YkasblBaeT AnanasoH BbINOSHAEMOW onepaunn Enumerated

Search. CemaHTuKa onpeaenéHHbliX ans JaHHOro
nons 3Ha4yeHun (kak onucaHo B [X.511]):

baseObject: pguanasoH orpaHnyeH 3anuchblo,
ykaszaHHon B baseObject.

singleLevel: pgmnana3oH orpaHW4eH 3anncamu,
HenocpeacTBEHHO NOAYNHEHHBIMMU 3anucu,

ykasaHHon B baseObiject.

wholeSubtree: agmanasoH orpaHuYeH 3anucbio,
yKaszaHHOW B baseObiject, n BCEMU
NOOYNHEHHBLIMU €N 3annUCaMu.
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HavmeHoBaHue
OnucaHue Tun
aTpmbyTa
derefAliases MHaukaTop TOro, [OOMMKHbI WM HET 3anucu- Enumerated

ncesgoHnmbl  (onpegenéHHble B [REC4512])
pa3bIMEHOBLIBATLCA HA aTanax onepauum novcka
Search.

Mpoueaypa  pasblMEHOBAHWA  NCEBOOHUMOB
BKMoYaeT B ceba pekypcuBHOE pasblMeHOBaHue
NceBOOHUMOB, KOTOPbIE CChINATCA Ha gpyrve
NceBAOHUMBI.

CepBepbl JOMKHbI ONpeaenaTb 3auuKnvBaHne B
npouecce pasbIMEHOBaAHUA MNCEBOOHMMOB B
Luenax npeaoTBpalleHna aTak Tuna "oTkas oT
obcnyxusaHua" nogobHoro poaa.

CemaHTuKa onpefenéHHbiX Ansi AaHHOro nons
3HaYEeHUN:

neverDerefAliases: He pa3blIMeHOBbIBaTb
NceBOOHUMbI NMPU MOUCKE UNW NPKU onpegeneHnun
MecTOHaxoXxaeHnsa 6a3oBoro o6bEKTa nomcka.
dereflnSearching: npwm nouncke cpeau
NOAYMHEHHbLIX 3anucen 6GasoBoro o0ObekTa,
pasblIMeHOBbIBaTb JtoOble NCEBAOHNMbI B pamKax
NMOMCKOBOrO  AuanasoHa. Pa3biMeHOBaHHble
00BbEKTbl CTAHOBATCHA BeplUMHaMWM AanbHenLmnX
AnanasoHOB  MNOWUCKa, Ha  KOTopble  Takxke
pacnpocTpaHsieTca 39Ta  onepaums  MNoucka
Search. Ecnn anana3oH noucka — wholeSubtree,
onepauus noucka Search npogomkaeTca no

nogaepesy (nopaepeBbsiM) nroboro
pasbiMeEHOBaHHOroO obbekTa. Ecnn  gmanasoH
noucka — singleLevel, onepauus rnoncka

npuMeHsieTca K  NoObIM  pa3bIMEHOBaHHbIM
00beKTaM 1 He NpUMeHSIeTCs K NOAYUHEHHBLIM UM
3anucam. Cepsepam  cnegyet  UCKMOYUTb
ayonvpyowmeca  3anucu, NosSIBASOWMECS B
npouecce pasbIMEHOBaAHUS MNCEBOOHMMOB MpU
noucke.

derefFindingBaseOb;: pa3bIMEHOBbLIBATb
nceBaoHUMbI npu onpeaeneHuu
MeCTOHaxoXaeHust 6a3oBoro oobeKkTa nomcka, Ho
HEe MpuM MNOUCKE MNOAYUHEHHbIX 3anncen 3TOro
obbekTa.

derefAlways: pasbiMeHOBbIBaTb MNCEBOOHUMbI U
npu nowcke, n npwu onpeaeneHum
MecToHaxoXaeHns 6a3oBoro oobekTa nomcka.



http://tools.ietf.org/html/rfc4512
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HanmeHoBaHue
aTpmbyTa

OnucaHue

Tun

sizeLimit

OrpaHuyeHne no pasmepy, yCTaHaBnuBarwLlee
MaKCUMarnbHOe KONMYEeCTBO 3anuncen, KoTopoe
OyaeT BO3BpalleHO B KayecTBe pesynbraTta
onepaumn Search. 3HayeHne HOMb B 3TOM none
O3Ha4YaeT, uYTO HUKaKMe  3anpalinBaemble
KIMMEHTOM  OrpaHuWyeHMss No  pasmepy  He
pacnpoCcTpaHATCA Ha  OaHHYy  onepauuio
Search. CepBep Takke MOXET MPUHYOUTENBHO
YCTaHOBUTb MakKCMManbHOE KONIMYECTBO 3anncen,
KoTopoe oH ByaeT Bo3BpaLlathb.

Integer

timeLimit

OrpaHuyeHne NoO BpPEMEHW, yCTaHaBnMBawLlee
MakcumanbHoe BpemMsi (B CeEKyHOax), KoTopoe
OTBOAUTCA Ha BbINOMHEHME onepauum Search.
3HayeHMe HoMb B 3TOM MOMe O3HayaeT, 4To
HUKakne 3anpalvBaemble KMMEHTOM
OrpaHU4YeHns No BPEMEHU He PacnpOCTPaHSATCS
Ha pgaHHyto onepauuto Search. Cepep Takxke
MOXET NPUHYOUTENBHO YyCTaHOBUTb
MaKCUManbHoOe BpEeMsi BbINOMHEHUA onepauun
Search.

Integer

typesOnly

MHavkaTop TOro, MAOMKHbI N pesynbTaThbl
onepaumn Search cogepxaTb W  OnNUCaHus
aTpmbyToB, U 3HaA4YeHUdA, NMOO TONbKO ONUCaHUSA
aTtpmbyTtoB. YcrtaHoBka 3Ttoro nonsa B TRUE
npuveBedeT K BO3BpaTy TOMbKO  OMMCaHuin
aTpubytoB (6e3 3HayeHun). YcTaHOBKa 3TOro
nons B FALSE npmuBedéTt Kk Bo3BpaTy M onucaHum
aTpmbyToB, U 3HAYEHUN.

Boolean
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HanmeHoBaHue
aTpmbyTa

OnucaHue

Tun

filter

dunbTp, onpegensAwwnn  YCroBUS, KOTOopble
JOIKHbI ObITb cobnoaeHbl Ana Toro, YtoObl
onepauma Search npuBena K HaxOXOEHUIO
Tpebyembix 3anucen.

Ona dopmupoBaHns koMbuHaumn  UNBTPOB
MoryT 6bITb Mcnonb3oBaHbl NyHKTb "and”, "or" u
"not". Kak MUHMMYM oOuH 3nemeHT dunbTpa
OOIDKEH MNpPUCYTCTBOBATb MNPU  UCMONb30BaHUN
nyHkToB "and" unmn "or". 3nemeHTbl unbTpa
npegHasHayeHbl ONs HaxoXAeHus coBrnageHun
3Ha4YeHU NHOMBMAYanbHbIX aTpMOyTOB 3anucen
B AnanasoHe rnoucka.

CepBep pgomkeH  oueHUTb  (unbTpbl B
COOTBETCTBUN C TPEX3HAYHOW JIOrMKOM COrnacHo
nyHkra 7.8.1 crangapta X.511 (1993). Ecnu
KOpPOTKO, (unbTp oueHuBaetcsa kak "TRUE",
"FALSE" wnu "Undefined". Ecnu cunbtp
oueHuBaeTcsa kak TRUE ans KoHKpeTHOW 3anucy,
TO aTpmbyTbl TakoM 3anuMcyu BO3BpALLAOTCA Kak
yacTb pesynbTtata onepauum Search (nocne
npoBepKn Ha COOTBETCTBUE nobbIM
NPUMEHUMbIM K 3anuCu OrpaHUYEeHUsIM KOHTPOIS
poctyna). Ecnu ¢omnbTp oueHnBaeTca kak FALSE
unn Undefined, To ansa aton onepauumn Search
3anucb UrHOPUpPYeTCA.

dunbTp oueHuBaeTcs kak Undefined, «korga
cepBep He B COCTOSHWW  onpeaenuTb,
COOTBETCTBYET 1N  3HAYeHue YTBEepXOeHUs
3anucun. BoamoxHble npumepsl:

- Onucanue atpmbyta B comnbTpax equalityMatch,
substrings, greaterOrEqual, lessOrEqual,
approxMatch nnm extensibleMatch He
pacrno3HaéTcsa cepBepoM.

- 3anpawvBaemMoe npaBuNoO COOTBETCTBUS He
onpegeneHo B Tune atpubyTa.

- WpeHntndukatop MatchingRuleld B domnbtpe
extensibleMatch He pacno3HaéTcs cepsepom mnm
He aBnseTcs AeNCTBUTENbHbIM A5 AaHHOIo Tuna
aTpubyTa.

- Twn 3anpalumBaemoro dunbTpa He
peanu3oBaH.

- 3Ha4eHne yTBEPXKOEHUS HE BEPHO.
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HanmeHoBaHue
aTpmbyTa

OnucaHue

Tun

filter.equalityMatch

Mpasuno COOTBETCTBUSA ans dunbTpa
equalityMatch onpeaenseTca npaBunsiom
cootBeTcTBMa EQUALITY gns tuna nnu noatmna
atpmbyta. ®unbTp oueHuBaeTcss kak TRUE,
korga npasunio EQUALITY, npu npymeHeHun ero
K TNy unu noatuny atpubyta u 3asiBNeHHOMY
3HayeHuto, Bo3BpawaeT TRUE.

filter.substrings

[omkHo 6bITb He Bonee ogHoro nyHkTa "initial" v
He ©Gonee opgHoro  nyHkta  “final" B
nocneposaTenbHocTN "substrings" KOHCTpyKLUMK
SubstringFilter. Ecrniv npucyTctByeT nyHKT "initial”,
OH [Jo/mkeH OblTb  NepBbIM  3NIEMEHTOM
rnocrnegoBaTenbHOCTH "substrings". Ecnun
npucytcteyet nyHkT "final", oH pomkeH O6bITb
nocriegHMM 3fieMeHTOM  NocrneaoBaTenbHOCTU
"substrings".

MpaBuno cootBeTcTBMA Ana AssertionValue B
nyHkTe unbtpa substrings onpegensieTcs
npasunom cooteetcTBuss SUBSTR ansa tuna nnu
noatuna atpumbyTta. PunbTp oOLeHMBaeTCa Kak
TRUE, Kkorga npaBsuno SUBSTR, npu
NPUMEHEHUN ero K Tuny unm nogtuny atpmbyra n
3asiBNieHHOMY 3HauveHuto, Bo3sBpallaeT TRUE.
AssertionValue B nyHkTe unbtpa substrings
COOTBETCTBYET CUHTaKcucy yTBEPXAEHMUS
npasuna cooteetcteusa EQUALITY pgna Ttuna
aTpubyta, a He CUHTaKcucy yTBepXOeHus
npasuna cootBetctBuA SUBSTR ana Ttuna
aTpubyTta. KoHuenTyanbHO, nepes npuMeHeHnem
npasuna BCA  KOHCTpykumsa  SubstringFilter
npeobpasyeTca B  3HA4YeHWe  YTBEPXAEHMUS
cornacHo npasury cCooTBETCTBMSA substrings.

filter.greaterOrEqual

MpaBuno COOTBETCTBUSA ans dunbTpa
greaterOrEqual onpegensieTcs npasuIomM
cootBeTcTBUA ORDERING pana Tvna wnum
nogtuna atpubyta. PunbTp OuUEHMBaEeTCa Kak
TRUE, «korga npasuno ORDERING, npwu
NPUMEHEHUN ero K TUMNy Unu noaTuny aTpudyta u
3asiBNeHHOMY 3HayeHu o, Bo3BpallaeT FALSE.

filter.lessOrEqual

MpaBuno COOTBETCTBUSA Aans dunbTpa
lessOrEqual onpegensieTcsd npasunamMmm
cootBeTcTBUA ORDERING wu EQUALITY panga
TMna wnun  nogtuna  atpubyta. dunbTp
oueHuBaetca kak TRUE, korga nubo npasuno
ORDERING, nu6o npasuno EQUALITY, npwu
NPUMEHEHUN UX K TUNY UM noaTuny atpubyTta u
3asiBNeHHOMY 3HayeHuo, BodspatiaoT TRUE.
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HanmeHoBaHue
aTpmbyTa

OnucaHue

Tun

filter.present

dunbTp present oueHnBaetca kak TRUE, korga B
3anucm NpucyTCTBYET TUMN UMK NOATUN aTpubyTa,
COOTBETCTBYHOLUMA YKa3aHHOMY OMUCAHWIO Tuna
atpmbyta AttributeDescription; n kak FALSE,
Korga B 3anucu He NpUCYTCTBYET TUMN UKW NOATUN
aTpubyTa, COOTBETCTBYHOLLMI yKaszaHHOMY
onucaHuio Tuna atpubyTta, B NPOTUBHOM Criyyae
Takon omnbTp oueHuBaeTcs kak Undefined.

filter.approxMatch

dunbTp approxMatch oueHuBaeTcs kak TRUE,
Korga NpucyTCTBYeT 3HadeHue Tuna unv noatmna
aTpubyTta, ANS KOTOPOro HEKOTOPbIN JOKanbHO
onpenenéHHbIn anropuTtm HaxoXXaeHuns
NpPUBAN3NTENLHONO COOTBETCTBUA (Hanpumep, no
BapuMaHTaM HanucaHusi, no ¢OHEeTU4EeCKoOMy
COOTBETCTBUIO, U T.N.) Bo3BpawaeTr TRUE. Ecnn
3HayeHne cooTBeTCcTBYeT (hunbTpy equality, oHO
Takke yaoBneTBopsieT COOTBETCTBUIO
approximate. Ecnm  pgnsa aTpubyTa He
nogaepXxmBaeTcs  HaxoXOeHue COOTBETCTBUSA
approximate, 9TOT nNyHKT unbTpa AOSHKEH
WHTepnpeTMpoBaThCs Kak equalityMatch.
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HanmeHoBaHue
aTpmbyTa

OnucaHue

Tun

filter.extensibleMatch

Mona nyHkta cunbTpa  extensibleMatch
oLeHMBaTCAa crneayroLwmm obpasom:

Mpu otcytctBUM nona matchingRule gomkHo
npucyTcTBoBaTh none type, n Ana aToro Tuna
aTpubyTta type BbINONHAETCS CpaBHEHWE MO
cooTBeTCTBUIO equality.

Mpn otcytctBUM  nons  type W Hanuyuu
matchingRule, 3HadyeHne B none matchValue
CpaBHMBaeTCA CO 3HayeHus MU Bcex aTpubyToB
3anucy,  noggepXxuBawolmMx — 3TO  NpaBumo
cooTteeTcTBUA matchingRule.

Mpun Hannunn n nons type, n nona matchingRule,
3HayeHne B none matchValue cpaBHMBaeTcs co
3Ha4YeHUs MW YKasaHHoOro Tuna aTpubyta m ero
nogTunNoB.

Ecnn none dnAttributes yctaHoBneHo B TRUE, To
CpaBHeHWe [OMOoSIHUTENTbHO MNPOU3BOAUTCA MO
BCEM napam aTpmbyT-3HaveHmne
AttributeValueAssertions B yHWKanbHOM WMeEHU
(distinguished name) 3anucu. B atom cnyvae
GuneTp oueHmBaeTca kak TRUE, ecnm B
YHUKanbHOM MMEHWN eCTb XOTH Obl O4MH TUN Unn
noaTun aTpubyTta, Ans KOTOPOro AaHHbIA MYHKT
dunbTpa oueHuBaetca kak TRUE. T[lone
dnAttributes BBegeHo ans toro, 4todbl n3dbexaTb
HeobxogMMoOCT  onpeferieHus HEeCKOMNbKNX
Bepcun  (punbTpoB € 0OOWMM  npaBuiiOM
COOTBETCTBUSA (Hanpumep, HaxoXxaeHus
COOTBETCTBUA CIOBY), Korga ofHa Bepcus
NPUMEHAETCA K 3anucsaMm, a apyras—K 3anMcam
n atpmbytam DN.

Wcnonbsyemoe  gns OLEeHKM npaBsuno
COOTBETCTBUA matchingRule onpegenseT
CYHTaKCMC Ons 3HaveHus yTeBepxaeHus. [locne
TOro, Kak Obinu onpegeneHsl matchingRule un
aTpmbyTt (aTpnbyThl), MYHKT dunbTpa
oueHmBaetca kak TRUE, ecnu HampeHo
cooTBeTCcTBME XOTS Obl C OQHMM TUMNOM WM
noaTunom aTpmbyTta B 3anucu; kak FALSE, ecnu
He HangeHO COOTBETCTBME HU C OOHUM TWUMOM
unu noatunoMm artpubyta B 3anucu; U Kak
Undefined, ecnn npaBuno  CcOOTBETCTBUS
matchingRule He pacno3HaHO, He MoXeT ObITb
MCNOMNb30BaHO C YyKa3aHHbIM Tunom type, nvbo
3Ha4yeHue assertionValue He BepHO.
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HanmeHoBaHue

OnucaHue Twn
aTpmbyTa
attributes Cnucok aTtpubyToB, KOTOpble [OOMKHbI ObITh
BO3BpaLLEHbI ans KaXxgom 3anucu,
COOTBETCTBYHIOLLEN NMOUCKOBOMY PpuneTpy.

ATpubyTbl, KOTOpble SABMAAKTCA  MNOATUMNAMM
nepeyYncrnieHHblXx aTtpubyToB, TakkKe HEesIBHO
BKIOYAOTCA B 9TOT cnucok. Ha cTpokoBble
3HayeHus LDAPString 3TOro nons
HaknaablBalOTCH OrpaHWYeHns Mo creayroLlen
pacwupeHHon ¢opme bakyca-Haypa (ABNF)
[REC4234]:

attributeSelector = attributedescription /
selectorspecial

selectorspecial = noattrs / alluserattrs

noattrs = %x31.2E.31 ; "1.1"

alluserattrs = %x2A ; asterisk ("*")

KoHcTpykumsa <attributedescription> onpegeneHa
B pa3gene 2.5 [REC4512].

B cnucke atpubytoB moryT dourypupoBatb Tpu
0CcOObIX cryyas:

1. 3anpochkl ¢ nycTbiM cnnckom (6e3 aTpubyToB)

BO3BpaLLaoT BCE nonb3oBaTeNbCckne
aTpmbyThl.

2. 3anpocbl Co CnUckoMm, cogepxawmm "*" (c
Hyném wnu 6onee onucaHuin atpubyToB),
BO3BpaLLaoT BCE nonb3oBaTeNbCckne
aTtpubyTbl B OOMOSIHEHWE K  OPYrUMm
nepeyYncrieHHbIM (onepauMoHHbIM)
aTpmbyTtam.

3. Cnucok, copgepxawwmn tonbko OID "1.1"

yKasblBaeT Ha TO, YTO HUKaKkmx aTtpubyToB
BO3BpalleHo He Oyget. Ecnu kpome "1.1"
npeaocTaBnaTCA apyrue 3Ha4yeHus
attributeSelector, 3Ha4deHue attributeSelector
"1.1" wurHopupyetcsa. [HanHbin  OID  6bin
BblOpaH NOTOMY, YTO OH HEe COOTBETCTBYET (K
HEe MOXeT COOTBETCTBOBATb)  HWKaKoOMy
ncnonb3yeMmomy aTpuoyTy.
OnepaunoHHble aTpubyTbl onucaHbl B
[REC4512].
ATpnbyTbl B 3anucu BO3BpaljaloTcs He 6Gonee
ogHoro pasa. Ecnu onucanve aTtpubyTta
yKkasblBaeTca B cnucke ©Oonee ogHoro pasa,
NMOBTOPHO BCTPETMBLUMECS UMEHA UFHOPUPYHOTCS.
Ecnn onucaHve atpubyta B cnucke He
pacno3HaéTcsl, OHO UTHOPUPYETCHA CEPBEPOM.

Mpumep 3anpoca Search Ha s3bike Java oTobpaxkaeT PucyHok 10 n PucyHok 11.
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@Test
public void testSearch() throws Exception

{
EntryCursor cursor = connection.search( "ou=system", " (objectclass=*)", SearchScope.ON
ELEVEL ) ;

try
{

for ( Entry entry : cursor )

{
assertNotNull ( entry );
System.out.println( entry );

}
finally

{

cursor.close () ;

Mpumep 3anpoca
PucyHok 10

MNMpumep 3anpoca Search Ha A3blke Java C BblIBOAOM pe3ynbTaToOB Ha 3KpaH
oTobpaxaeT PucyHok 11.

import java.util.Hashtable;

import javax.naming.Context;

import javax.naming.NamingEnumeration;

import javax.naming.directory.Attribute;

import javax.naming.directory.Attributes;

import javax.naming.directory.DirContext;

import javax.naming.directory.InitialDirContext;
import javax.naming.directory.SearchControls;

import javax.naming.directory.SearchResult;
public class LdapSearch {
public static void main(String[] args) throws Exception ({

Hashtable env = new Hashtable():;

String sp = "com.sun.jndi.ldap.LdapCtxFactory";
env.put (Context.INITIAL CONTEXT FACTORY, sp):;

String ldapUrl = "ldap://localhost:389/dc=yourName, dc=com";
env.put (Context.PROVIDER URL, ldapUrl);

DirContext dctx = new InitialDirContext (env);

String base = "ou=People";
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SearchControls sc = new SearchControls();
String[] attributeFilter = { "cn", "mail" };
sc.setReturningAttributes (attributeFilter);
sc.setSearchScope (SearchControls.SUBTREE SCOPE) ;

String filter = " (&(sn=W*) (1l=Criteria*x))";

NamingEnumeration results = dctx.search (base, filter, sc);
while (results.hasMore()) {
SearchResult sr = (SearchResult) results.next();

Attributes attrs = sr.getAttributes();

Attribute attr = attrs.get("cn");
System.out.print (attr.get () + ": ");
attr = attrs.get("mail");
System.out.println (attr.get());

}

dctx.close () ;

Mpumep 3anpoca
PucyHok 11

4.4.3.2. OTBeT
Pesynbtatbl onepaumm Search BosspawjaloTcs B BuAe Hyna unm 6onee coobLieHun

SearchResultEntry w/vnn coobuwennn SearchResultReference, 3a kotopbiMu cnegyet

eaJnHCTBeHHoe coobleHne SearchResultDone.

CTpykTypy oTBETa Ha 3anpoc Search otobpaxaeT PucyHok 12.

SearchResultEntry ::= [APPLICATION 4] SEQUENCE ({
objectName LDAPDN,
attributes PartialAttributelList }
PartialAttributelList ::= SEQUENCE OF

partialAttribute PartialAttribute

SearchResultReference ::= [APPLICATION 19] SEQUENCE
SIZE (1..MAX) OF uri URI

SearchResultDone ::= [APPLICATION 5] LDAPResult

CtpykTypa oTBeTa
PucyHok 12

Mong oTeeTa Ha 3anpoc Search otobpaxaeTt Tabnuua 8.
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Tabnuua 8 — NMNonsa oTrBeTa Ha 3anpoc Search

HanmeHoBaHue aTpubyTa

OnucaHue

Tun

SearchResultEntry

Kaxxgoe coobuieHne npeacrasnseT cobom
3anucb, HANgEeHHY BO BpeEMS Nouncka.
Kaxxgas sanucb, Bo3Bpallaemas B
coobweHun SearchResultEntry, 6ygeTt
cogepXaTtb BCe COOTBETCTBYHOLLMNE
aTpubyThl, ykasaHHble B none attributes
3anpoca Search, no pesynbTatam
NPUMEHEHNSA K HAM KOHTPOIS 4ocTyna n
Apyrov agMMHUCTPATUBHOW MOMUTUKN.

PartialAttributeList

MocnepoBaTenbHOCTL  MOXET cogepxaTtb
HOMb 3NIEMEHTOB. Takoe MOXET NMPOU30NTH,
Korga Hu oguH 13 aTpubyToB 3anucu He Obin
3anpoLleH U He MOXeT ObiTb BO3BPALLEH.
Habop 3HauveHun partialAttribute moxeTt
cogepxaTb HOMb 3NeMeHTOB. Takoe MOXeT
NPON3ONTM MpK 3anpoce C BbICTaBIEHHbLIM
nonem typesOnly, ecnn KOHTponb gocTyna
He JonyckaeT Bo3BpaTa 3HAYeHUn unm no
APYrMM NPUYNHAM.

Sequence

SearchResultReference

Kaxpgoe coobuieHne npeacraensetr cobon
obnacTb, koTopas eweé He Gbina n3ydeHa Bo
BpeMsi nomcka.

Ecnu cepsep cmor onpenenuTtb
pacnofioxxeHme  3anMcu, Ha  KOTOPYHo
ykasbiBaeT none baseObject 3anpoca, HO He
MOXET UNKN He XenaeT OCyLeCTBNATb NOUCK
OOHOM WM HECKONbKMUX  HenoKamnbHbIX
3anucen, OH MOXET BEpPHYTb OOHO UMK
HECKOMbKO coobLeHunn
SearchResultReference, Kaxkgoe n3
KOTOPbIX COLAEPXWUT CCbINIKY Ha gpyroun
Habop cepBepoB AN NPOAOIHKEHUSA
onepauun. CepBep He OOMKEH BO3BpaLlaTb
Kakne-nmbo coobLeHuns
SearchResultReference, ecnn OH He
onpeaenun pacnonoxeHue obbekTa
baseObject, n, cnegoBaTenbHO, He HaLén
HMW ogHon 3anucu. B atom cnyyae OH
AOSMKEH BEPHYTb coobuieHve
SearchResultDone, cogepxawee nubo
OTCbINKy, JMBO pe3ynbTUPYOLWNN  Kog
noSuchObject (B 3aBucMmocTn OT TOrO,
obnapaet nm cepsep 3HaHUAMM
OTHOCUTENbHO  3anucK,  yKasaHHOW B
baseObject).

Sequence

SearchResultDone

CoaepXXuT HOMKaLUIO YCNELLHOro
3aBeplleHus, Nnbo getanu nobbix
npounsoLleaLmnx owmnbok.

String
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[Ana npumepa, NpeanonoxuMMm, YTO Ha cepBepe, K KOTOPOMY MpouCXoauT obpaliueHue
(hosta), xpaHartca 3anucmn <DC=Example,DC=NET> n <CN=Manager,DC=Example,DC=NET>.
OTOT cepBep 3HaeT, 4Tto Ha AByx Apyrux LDAP-cepsepax (hostb) n (hostc) (oguH un3 Hux
rnaBHbIN (master), a BTOpPOW — TeHeBast Kornus) XpaHuTcsa
<OU=People,DC=Example,DC=NET>, a Ha LDAP-coBmectumom cepBepe (hostd) xpaHutcs
nogaepeBo <OU=Roles,DC=Example,DC=NET>. Ecnu Ha cepBepe, K KOTOPOMY MPOUCXOANT
obpalleHne, Obin 3anpoweH nouck Search no <DC=Example,DC=NET> c¢ guanasoHom
wholeSubtree.

Mpumep oTBeTa Ha 3anpoc Search otobpaxaeT PucyHok 13.

SearchResultEntry for DC=Example, DC=NET
SearchResultEntry for CN=Manager, DC=Example, DC=NET
SearchResultReference {

ldap://hostb/0OU=People, DC=Example, DC=NET

ldap://hostc/OU=People, DC=Example, DC=NET
SearchResultReference {
ldap://hostd/OU=Roles, DC=Example, DC=NET??sub

SearchResultDone (success)

NMpumep oTBeTa
PucyHok 13

4.4.4 Onepaunsa mogudumkaumm Modify

Onepauus mogmdumkaumm Modify no3BonseT KNMEHTy 3anpocuTb, 4TOObI cepBep

BbIMNOMNHUIT MOAMEMKALMIO 3aNNUCK OT Er0 UMEHM.
4.4.4.1. 3anpoc

CtpykTypy 3anpoca Modify otobpaxaeT PucyHok 14.

ModifyRequest ::= [APPLICATION 6] SEQUENCE {
object LDAPDN,
changes SEQUENCE OF change SEQUENCE ({
operation ENUMERATED {
add (0),
delete (1),
replace (2),
by
modification PartialAttribute } }

CTpykTypa 3anpoca
PucyHok 14

Mons 3anpoca Modify oto6paxaeT Tabnumua 9.
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Ta6nuua 9 — Nons 3anpoca Modify

HaumeHoBaHue
aTpmbyTa

OnucaHue

Tun

object

3HayeHne 3TOro Mons COoAepXUT UMSA 3anucw,
koTopas 6ygoet moguduumposaHa. CepBepy He
HY>KHO BbIMOSHATL Kakue-nmbo pasbiMeHOBaHWUA
NCeBOAOHMMOB ANSA  onpedeneHns o6bekTa,
KOTOopbI TpebyeTca moanuumposaThb.

LDAPDN

changes

Cnucok  mogudpukaumin,  KoTopble  ByayT
npousBefeHbl Hag 3anucbto. Bce moandumkaumm
N3 Cnmcka A0SMKHbI ObiTb BbINOSTHEHbI B NOPSAAKe
MX NepeyvucrneHns Kak ofHa aTomapHas
onepaumsa. XoTs OTAeNbHble MoAuUKauun
MOryT HapywaTtb onpedefneHHble  acnekThbl
CXxeMbl  JaHHbIX  KaTanora  (Takme,  Kak
onpefeneHve OBGBLEKTHOroO Knacca v npasuo
coAepXmMmMoro  MHGOPMaUWOHHOIO  Aepesa
katanora (Directory Information Tree, DIT)),
pesynbTupylowasl 3annucb Mocsie BbIMOSHEHNSA
BCeX MogucmkaumMm  n3  cnmcka — OOJShKHa
yOoBreTBopsTb TpeboBaHMsAM Moaenu Kkatasnora
n ynpaenstowien cxemol [REC4512].

Sequence

operation

Ncnonb3yetca ans yKasaHus TMna
BbINOSHAEMON Moaudomkaumn. Kaxkagbin - Tun
onepauun BO3OEWCTBYeT Ha TOT aTpubyr,
KOTOpbIN yKa3aH B cregywwem 3a nonem
operation none modification. 3HayeHns aToro
nons nmeroT cnegyrowme CEMaHTUKM
(COOTBETCTBEHHO):

add: pgob6aBuTb nNepeynCrieHHble 3Ha4YeHUsa K
aTpubyTy, ykaszaHHomy B none modification, npwm
HeobXxo4MMOCTUN co3aaTh ATOT aTpPUOYT.

delete: yoanutb nepedncneHHble 3HaAYeHUs U3
atpubyta, ykasaHHoro B none modification.
Ecnn He 6bINo NnepevncneHo HUKaKnx 3Ha4YeHuUmn
unn ecnm OGbiNM nNepedvncrieHbl Bce TeKylume
3HayeHuss  OaHHoro  aTpubyra, aTpuoyT
yaanseTcs NonHOCTbIO.

replace: 3amMeHUTb  BCe  CylLleCTByLIME
3HayeHnss aTtpubyTa, yKasaHHOro B none
modification Ha HoOBble (NepeyncneHHble),
cosgatb aTtpubyT, ecnu ero eweé He
cyuwectsosano. B cnyvae, ecnu HoBble
3HayeHnss He ObiNM nepeyvncrneHbl, 3ameHa
CBOOMTCS K yaaneHuo atpnbyTta Lenukom, ecnm
OH CYLLeCTBYeT, N K ITHOPUPOBaHMIO onepauuu,
€CInn OH He CyllecTByeT.

Enumerated
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HaunmeHoBaHue

OnucaHue Tun
aTpmbyTa

modification YactnyHbin aTtpubyT PartialAttribute (y koToporo
MOXeT OblTb nycTon Habop 3HadeHwun). 3TO
none ucnonb3yetca AN yKasaHus Toro tuna
atpmbyta wunm Tuna atpubyta BMeCTe CO
3HaYEHUSAMMU, KoTopble OyayT
MoaudnumpoBaTbCS.

Ana moamdukauumn 3annucu HeobxoaMMO 3HaTb, KaKyld 3anucb HYXXHO U3MEHUTb, TO
ecTb 3HaTb ee Dn. 3arem Heobxogumo co3gatb 9k3emnnsp Modification , koTopbin
npuMeHsieTca K 3anucu. [na npumMeHeHus HecKonbkux moaudpmkaumi Heobxoammo co3paTb
HECKOMbKO 3K3eMNAPOB MoaudmKauun nepes Bel30BOM MeToAa.

Mpumep 3anpoca Modify Ha s3bike Java oTobpaxaeT PucyHok 15.

Modification addedGivenName = new DefaultModification( ModificationOperation.ADD ATTRIBUTE
"givenName",
"John", "Peter" );
Modification addedInitials = new DefaultModification( ModificationOperation.ADD ATTRIBUTE,
"initials",

"Jp" ) ;

connection.modify( "uid=Doe,dc=acme,dc=com", addedGivenName, addedInitials );

NMpumep 3anpoca
PucyHok 15

4.4.4.2. OTBeT
Mocne nonydeHnsa 3anpoca Modify cepBep nbiTaeTcsi BbINONHUTL Heobxoaumbie
Moandpukaumm B DIT 1 Bo3BpallaeT pesynbTtat B otBeTe Modify Response.

CTpykTypy oTBeTa Ha 3anpoc Modify otobpaxaeT PucyHok 16.

ModifyResponse ::= [APPLICATION 7] LDAPResult

CtpykTypa oTBeTa
PucyHok 16

MpumevaHme: cepBep BO3BpallaeT KIMEHTY eOUHCTBEHHbIM oteBeT  Modify,
coobwatowmm nnbo 06 ycnewHon mogudukaumm DIT, nmbGo NpMyYnHY HEeygayYHOro 3aBepLueHUs
moamdukauumn. B cBasm ¢ TpeboBaHMEM aTOMapHOCTM B MPUMEHEHUM CNUCKA M3MEHEHWI B

3anpoce Modify Request, knveHT BnpaBe oxuaaTtb, YTO B cCrydae nosyvyeHus oteeta Modify,
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yKasblBatoLLEero Ha owmnbky ndoro poaa, HUkakmx moandukauun DIT npomsseneHo He Obino, a
B cnyyae nonydeHus oteeta Modify, ykasbiBaroLero Ha ycnewHoe 3aBepLieHne onepauuu, Bce
3anpoLueHHble Moandurkaumm 6einn npounsseaeHbl. KNnneHT He MOXeT onpeaenutb, Bbina unu
HeT BbINOfHeHa Moaudukauusa, ecnu oteeT Modify He Gbin nonyveH (Hanpumep, B crny4vae
npepbiBaHusa ceccum LDAP unu otkasa ot aton onepaunn Modify).

CepBepbl  OOMmMkHbI  obecneunTb, 4TOBbI  3anucyM  yOOBNETBOPSANM  MpaBuiam
Nnosib30BaTeSIbCKOM MU CUCTEMHOW CXeMbl AaHHbIX, a TaKkKe OPYrMM OrpaHu4YeHnaM mopenw
AaHHbiX. Onepauunsa Modify He moxeT ObITb MCNonb3oBaHa ANA yAaneHus n3 3anmcu Kakux-
nnbo €€ yHUKarnbHbIX (OTNIMYMTENBbHBIX) 3HAYEHUI, TO ECTb TEX 3HAYEHUI, KOTOPbIE (POPMUPYIOT
OTHOCUTENbHOE YHUKarbHOe UMA 3anucu. lNonbiTka caenatb 3TO NPUBEAET K TOMY, YTO cepBep
BepHET pesynbTupytowmin kog notAllowedOnRDN. [1ns nepenmeHoBaHus 3anmcu NCNosib3yeTcs
onepauusa mogmdukaunn yHukansHoro umenmn (Modify DN).

Tunbl aTpnbyToB, A5 KOTOPLIX HE onpeaeneHo cooTBeTcTBMe equality, nogunHaoTca
npasunam ua pasgena 2.5.1 [REC4512].

B cBasu co cpenaHHbiMn B LDAP ynpoweHuamu, HeT npsiMoro oTobpaxeHus
nameHeHunn nocpencteom 3anpoca LDAP ModifyRequest B nameHeHnsa nocpecTBOM onepauuu
DAP ModifyEntry, n pasnuyHble peanusauumn wno3oB LDAP-DAP Moryt wmcnonb3oBaTb
pasnu4yHble cpeacTBa NpeacTaBfieHus 3TUX U3MeHeHun. B criydyae ycnewHoro 3aBeplueHus
N3MEHEHNIN, OKOHYaTENbHbIN 3PEEKT OT BbINOSIHEHUS 3TUX OMNepauun Hag 3anucblo O0SHKEH

ObITb UOEHTUYEH.
4.4.5 Onepauunsa gpob6asnenna Add

Onepauusa Add no3BonsieT KNMEHTY 3anpocuTb 4obGaBneHne 3annucu B KaTaror.
4.4.5.1. 3anpoc

CtpykTypy 3anpoca Add otobpaxaeT PncyHok 17.

AddRequest ::= [APPLICATION 8] SEQUENCE ({
entry LDAPDN,
attributes Attributelist }
Attributelist ::= SEQUENCE OF attribute Attribute

CTpykTypa 3anpoca
PucyHok 17

Mons 3anpoca Add otobpaxaeT Tabnuua 10.
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Tabnuua 10 — Nonsa 3anpoca Add

HanmeHoBaHue
OnucaHwue Twvn
aTpmbyTa
entry Nma nobasnsemon 3anncu. CepBepy HE HyXHO LDAPDN
BbIMOMNHATH Kakne-nnbo pa3bIMEHOBAHUS
nceB4oOHNMOB ans onpeaeneHus
MECTOMONOXeHNst  3anucKu, Kotopas byaer
pobasneHa.
attributes Cnmncok atpubyTtoB, KOTOpble, Hapsagy C

atpmbytammn n3 RDN, cocTaBnsoT cogepxmmoe
pobasnsemon  3anucu. KnueHTtsl  Mmoryt
BKMOYaTb, NMOO MOryT He BKMYaTb B 3TOT
cnucok atpmbyT (aTtpubyTtbl) RDN. KnneHTbl He
AOMMKHbI NPeaoCcTaBNATb Te aTpubyThbl, KOTOpbIE
Henb3a MoauduumposaTth nonb3osatento (NO-
USER-MODIFICATION), Takue kak aTpubyTbl
createTimestamp unu creatorsName, NnockosnbKy
cepBep BbICTaBMsET UX aBTOMaTUYECKN.

CepBepbl  omkHbl obecneynTb, YTOObI 3anMcu  yOOBMETBOPSANM  MpaBuniam
Nnonb30BaTENIbCKON U CUCTEMHOW CXEeMbl AaHHbIX, a Takke OPYrMM OrpaHu4yeHusiIM Moaenu
AaHHbIX. Tunbl aTpmbyToB, AN KOTOPLIX HE onpeaeneHo cooTBeTcTBme equality, nogunHaoTCS
npasunam ua pasgena 2.5.1 [REC4512] (370 OTHOCUTCA K aTpUByTy MMEHOBaHUSA U, KPOME TOrO,
K Ntobbim gobaBngemMbiM MHOrO3Ha4YHbIM aTpubyTam).

[na ycnewHoro BbinosiHeHust 3anpoca AddRequest 3anncb, UMsi KOTOPOW yKa3aHO B
none entry aToro 3anpoca, He [JOfkHa CywecTBoBaTb. HenocpenCcTBEHHO BbIECTOSsLANA
(poouTtenbckas) 3anucb gobaBnsemMon 3anmMcu  obbekTa UnM  NCEBAOHUMA  AOSIKHA
CyLlecTBOBaTb. Hanpumep, ecnm KNUEeHT nbiTaeTcs nob6aBnTb
<CN=JS,DC=Example,DC=NET>, zanucb <DC=Example,DC=NET> He cyuwiecTByeT, a 3anucb
<DC=NET> cywiecTtByeT, TO cepBep BEpPHET pe3ynbTupyrowmn kog noSuchObject, a none

matchedDN koHcTpykummn LDAPResult 6ygeT cogepxatb <DC=NET>.

Mpumep 3anpoca Add Ha a3blike Java c ykasaHuem e€ DN u cnuckom eé€ atpmbyTtoB

oTobpaxaeT PucyHok 18.

@Test

public void testAddLdifl () throws Exception

{

connection.add (
new DefaultEntry (

"cn=testadd, ou=system", The Dn
"ObjectClass: top",
"ObjectClass: person",

cn: testadd cn",
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"sn: testadd sn" ) );

assertTrue ( connection.exists( "cn=testadd,ou=system" ) );

Mpumep 3anpoca
PucyHok 18

4.45.2. OTBeT

I'Ip|/| nony4vyeHnn 3anpoca Add cepBep nornbiTaeTcAd nobaBuTb YKa3aHHYH 3alucCb.

Pesynbtat nonbiTkn gobasneHus dyaet Bo3BpalléH knMeHTy B oTBeTe Add Response.

CtpykTypy oTBeTa Ha 3anpoc Add otobpaxkaeT PncyHok 19.

AddResponse ::= [APPLICATION 9] LDAPResult

CTpykTypa oTBeTa
PucyHok 19

OTBeT C KoooMm success YKa3blBae€T Ha TO, YTO HOBaA 3alucb Obina pgobaBneHa B

KaTanor.
4.4.6 Onepauunsa yaaneHus Delete
Onepauus Delete no3BonsieT KNMEHTY 3anNpocuTb yaaneH1e 3anucu U3 karanora.

4.4.6.1. 3anpoc

CtpykTypy 3anpoca Delete otobpaxaeT PucyHok 20.

DelRequest ::= [APPLICATION 10] LDAPDN

CTpykTypa 3anpoca
PucyHok 20

3anpoc Delete coctout 13 umeHn 3anucu, Kotopyto Tpebyetca yganutb. CepBepy He
HY>KHO BbINONHATL pa3biIMEHOBaHUS NMCEBAOHMMOB MpPU ONpeaeneHnn MMEeHN LeneBon 3anucu
AN yaaneHus.

C nomouwlbto 3TOM onepauuMm MoryT ObiTb yAaneHbl TOMbKO NMUCTOBble 3anucu (Y

KOTOPbIX HET HMXECTOALWMNX (NOAYUHEHHbLIX) 3anncen).

Mpumep 3anpoca Delete Ha a3bike Java ¢ npepoctasrieHvem DN 3anucu

oTobpaxaeT PucyHok 21.
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@Test

public void testDeletelLeafNode () throws Exception

{
assertTrue( session.exists( "cn=childl,cn=parent,ou=system" ) );
try

{

connection.delete( "cn=childl, cn=parent,ou=system" );

}
catch ( LdapException le )

{
fail( le.getMessage() );

assertFalse( session.exists( "cn=childl,cn=parent,ou=system" ) );

Mpumep 3anpoca
PucyHok 21

4.46.2. OTBeET

Mpu nonyyeHun 3anpoca Delete cepsep nonbiTaeTca BbIMNONHUTL yAaneHne ykasaHHOM

3anucu n peaynbtaTt byaeT Bo3BpaLLEH KnneHTy B oTBeTe Delete Response.

CTpykTypy oTBeTa Ha 3anpoc Delete otobpaxkaeT PUCyHok 22.

DelResponse ::= [APPLICATION 11] LDAPResult

CTpykTypa oTBeTa
PucyHok 22

4.4.7 Onepaunsa moamdukaumm yHukanbHoro umeHn Modify DN

Onepauusa Modify DN nosBonsieT KnnMeHTy U3MEHUTb OTHOCUTESNIbHOE YHUKanbHOE UMS

(Relative Distinguished Name, RDN) 3anucu B Katanore w/vnu nepemectuTb NOAAEPEBO

3anncen B HOBOE MECTOMNOSIOXEHNE B KaTarore.

4.4.7.1. 3anpoc

CtpykTypy 3anpoca Modify DN oTobpaxaeT PucyHok 23.

ModifyDNRequest ::= [APPLICATION 12] SEQUENCE ({
entry LDAPDN,
newrdn RelativeLDAPDN,
deleteoldrdn BOOLEAN,

newSuperior [0] LDAPDN OPTIONAL }
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CtpykTypa 3anpoca
PucyHok 23

Mons sanpoca Modify DN otobpaxaeTt Tabnuua 11.

Ta6nuua 11 — MNonsa 3anpoca Modify DN

HaumeHoBaHue

OnucaHue Tun
aTpmbyTa

entry Nmsa 3anucu, kotopyto Tpebyetca nameHuTb. Y LDAPDN
3TON 3anmMcu MoryT ObiTb, @ MOryT U He ObiTb
HuxXecTodAwme (NOAYNHEHHbLIE) 3arnunCH.

newrdn HoBoe RDN 3anucum. Ecnn 3anucb | RelativeLDAPDN
nepemeLlaeTcs K HOBOW BbILLIECTOSALLEN 3anNuUch
6e3 wusameHenHna RDN, B oatom none
npegoctaensetca crapoe 3HadeHMe RDN.
3HayeHns aTpubytoB HoBoro RDN, He
COBMaBLLUME HW C OOHUM U3 UMEILLUUXCA B
3anucu 3Ha4YeHnem 3TUX atpubyTos,
pobaenaTca B 3Ty  3anucb, W, €Cnu
nobasneHne 3aBepLUNIIOCh Heyaa4yHo,
BO3BpalLlaeTcs COOTBETCTBYlOLLAs OLmMbKa.

deleteoldrdn Jlornyeckoe none, ynpasnswowee Tem, byayT nv Boolean
cTtapble 3HadeHunsa aTpubytoB RDN coxpaHeHbl
kak aTpubyTbl 3anucu, unu ByayT yganeHsl u3
3anucu.

newSuperior [Mpwn HanMumMmM 3TOro NONs B HEM HaXo4AUTCHA UMA LDAPDN
cywiecTeyolen  3anucum-obbekta,  KoTopas
CTAHOBUTCS HEenocpeacTBEHHOW BbILLECTOALLEN
(poouTenbckon)  3anuCcbid  NepemeLlaeMomn
3anucw.

I'Ipvlmeanme: cepBepy He HYXHO  BbIMNOJTHATb Kakue-nmbo pa3biIMEHOBAHUA
ncesaoHMMOB Ond onpeaesnieHnAa MeCTONOJ1I0XEHUA 0ObEeKTOB, MMeEHa KOTOPbIX YKa3aHbl B

nonsax entry unu newSuperior.

Mpumep 3anpoca ModifyDN Ha a3blike Java, roe BbIMNOMHAETCS onepaunsa UaMeHeHus
DN c npepocTtaBneHHON UHGOpMauUnen, UCnosb3yst coeavHeHne ns 3anucu M3 3Toro nyna

coeguHeHun otobpaxaeT PucyHok 24.

public LDAPResult modifyDN(final String dn, final String newRDN,
final boolean deleteOldRDN,
final String newSuperiorDN)
throws LDAPException
{
return writePool.modifyDN (dn, newRDN, deleteOldRDN, newSuperiorDN) ;

}
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Mpumep 3anpoca
PucyHok 24

4.47.2. OTBeET

Mpn nonyyeHnn 3anpoca ModifyDNRequest cepBep nonbiTaeTcs BbINOSHUTb
n3MeHeHne nMmeHn n BepHyTb peaynbtat B oteeTe Modify DN Response.

CtpykTypy otBeTa Ha 3anpoc Modify DN oto6paxaeT PucyHok 25.

ModifyDNResponse ::= [APPLICATION 13] LDAPResult

CTpykTypa oTBeTa
PucyHok 25

Hanpumep, ecnu umsa 3anucu, ykasaHHoe B none entry, 6oino <cn=John Smith,c=US>,
B none newrdn 6bino <cn=John Cougar Smith>, a none newSuperior OoTCyTCTBOBano, TO
AaHHasi onepauua BbinonHuna 6bl NOMbITKY nepemmeHoBaTb 3anucb B <cn=John Cougar
Smith,c=US>. Ecnu 3anucb ¢ TakMM MUMEHEM YyXe CyLlecTBoBana, onepaums 6ol 3akoH4YMnNach
Heynayen ¢ pesynbTupyowmm kogom entryAlreadyExists.

CepBepbl  OOMmkHbI  obecneunTb, 4TOObI 3anucyM  yOOBNETBOPSANM  MpaBuiam
Nnonb30BaTENIbCKON U CUCTEMHOM CXeMbl AaHHbIX, a Takke LPYrMM OrpaHudeHusM Moaenmu
AaHHbIX. Tunbl aTpnbyTOB, ANA KOTOPLIX HE ONpeaeneHo cooTBeTcTBME equality, nogumHsATCS
npasunam u3 pasgena 2.5.1 [REC4512] (aTto oTHocuTes kK nonsim newrdn u deleteoldrdn).

O6beKkT, nmsa KOTOPOro ykaszaHO B newSuperior OOfMKeH cyllecTBoBaTb. Hanpumep,
ecnun  KnueHT  nbitaetca  gobaButb  <CN=JS,DC=Example,DC=NET>, a 3anucb
<DC=Example,DC=NET> He cyuwecTtByeT, HO cyuwecTtByeT 3anuce <DC=NET>, TO cepBep
BepHET pesynbTupyowmn kog noSuchObject, a none matchedDN koHcTpykuun LDAPResult
oynet cogepxatb <DC=NET>.

Ecnn none deleteoldrdn yctaHoeneHo B TRUE, 3HauyeHus atpmnbyTtoB, dopmupoBasLLme
ctapoe RDN (Ho He Bxoaswme B HoBoe RDN), yganatwTtca na 3anmcu. Ecnu none deleteoldrdn
yctaHoBneHo B FALSE, 3HadeHna artpubytoB, dopmupoBaBwime crtapoe RDN, 6yayt

COXpaHeHbl KaKk HeEOTINM4YnTerbHble 3Ha4YeHUA anl/I6yTOB 3anncu.



http://tools.ietf.org/html/rfc4512#section-2.5.1
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MmenTe BBuay, 4to ctaHaapT X.500 HaknagbiBaeT orpaHunyeHme: onepauus ModifyDN
MOXEeT BIMATb TOMbKO Ha NepeMeLlleHne 3anucen B npegenax ogHoro cepsepa. Ecnn cepsep
LDAP otobpaxaeTca Ha DAP, To ByaeT NpyMMEHATLCS 3TO OrpaHnu4eHne, 1 Npy BO3HUKHOBEHUM
ownbkn BCreacTBMe ero  HapyweHus OyaeT BO3BpawaTtbCs  pe3ynbTUPYHOLUA  KOA
affectsMultipleDSAs. B obwiem crnyvae, KNMeHTbl HEe OO0SMKHbI paccyYnTbiBaTb HA TO, YTO OHU
CMOTYT BbIMOMHUTb NPOU3BOJSIbHOE MepeMeLLeHMe 3anucer 1 NogaepeBbeB Mexay cepBepamm

UITM KOHTEKCTaMu UMEHOBaHUS.
4.4.8 Onepauunsa cpaBHeHMa Compare

Onepaumnsi Compare nO3BOMSIET KIMEHTY CPaBHUTb 3HAYeHUEe YTBEPXKAEHUS CO

3HaYeHUSAMN KOHKPETHOro aTpubyTa KOHKPETHOWM 3anucu B kaTarore.

4.4.8.1. 3anpoc

CtpykTypy 3anpoca Compare otobpaxaet PucyHok 26.

CompareRequest ::= [APPLICATION 14] SEQUENCE ({
entry LDAPDN,
ava AttributeValueAssertion }

CtpykTypa 3anpoca
PucyHok 26

Monsa 3anpoca Compare otobpaxaeTt Tabnuua 12.

Ta6nuua 12 — lNonsa 3anpoca Modify DN

HaunmeHoBaHue

OnucaHue Tun
aTpubyTa

entry Mmsa 3anmcu, ¢ atpubytom kotopown Oypet LDAPDN
Npon3BOAMTLCA cpaBHeHMe. CepBepy He HYXXHO
BbINOSTHATb Kakme-nnbo pa3bIMEHOBaHUSA
nceBaoOHNMOB ans onpegeneHus
MECTOMOSIOXKEHUSI ATOM 3anucu.

ava Copoepxut yTBepxaeHue 3HadeHusa aTpubyTa,
no koTopomy ByaeT NPon3BOANTLCS CpaBHEHME.

Mpumep 3anpoca Compare Ha d3blke Java C MpPOBEPKOM MPaBUSIbHOCTU
npegoCcTaBfeHHOro napons nonb3oBatens, rge password — naponb, passwordField —
HaumeHoBaHne nonsa LDAP, cogepxallero naposib otobpaxaetr PucyHok 27. B cnydae

AeNCTBUTENBHOrO Napons yHKUMs Bo3BpallaeT true, nHade — false.

public boolean checkPassword (String userDN, String password, String passwordField)
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try {
LDAPAttribute attribute = new LDAPAttribute (passwordField, password) ;
return this.connection.compare (userDN, attribute);
} catch (LDAPException e) {
if (e.getResultCode() == LDAPException.NO SUCH OBJECT) {
if (LOG.isDebugEnabled()) {
LOG.debug ("Unable to locate user dn:" + userDN, e);
}

} else if (e.getResultCode() == LDAPException.NO SUCH ATTRIBUTE) {
if (LOG.isDebugEnabled()) {
LOG.debug ("Unable to verify password because userPassword attribute not found.", e);
}
} else {

if (LOG.isDebugEnabled()) {
LOG.debug ("Unable to verify password", e);

}

return false;

Mpumep 3anpoca
PucyHok 27

4.4.8.2. OTBeT

Mpu nonyyeHun 3anpoca Compare cepBep MOMNbITAETCA BbLINOMHUTL 3adaHHoe
CpaBHeHUWe 1 BepHyTb pesynbTaTt B oTBeTe Compare Response.

CTpykTypy oTBeTa Ha 3anpoc Compare otobpaxaeT PucyHok 28.

CompareResponse ::= [APPLICATION 15] LDAPResult

CTpykTypa oTBeTa
PucyHok 28

Pesynbtnpytowmn  kopa  resultCode moxet 6biTb  ycTHOBNEH B compareTrue,
compareFalse nnu B 3HayeHwe, COOTBETCTBYKLIEE BO3HMKLWEN owmnbke. Kog compareTrue
yKasblBaeT Ha TO, YTO 3HAYeHMe yTBEPXOEeHUS B More ava coBnagaeT Co 3Ha4YeHMeM Tuna uUnu
nogtuna artpmbyta cornacHo npaBuny cootBetcTBua EQUALITY astoro atpubyta. Kopg
compareFalse ykasblBaeT Ha TO, UTO 3HAYEeHNE YTBEPXKOEHNSA B MNOfe ava 1 3Ha4YeHne Tuna nunm
noaTuna aTpubyTta He coBnagatoT. [lpyrne pesynbTupyroLmne Kogbl YkasbiBaoT MO0 Ha TO, YTO
pesynbTaTt cpaBHeHus 6bin Undefined, nmbo Ha BO3HMKHOBEHME Kakon-rMbo oLmnbKu.

Mwmente BBUAY, YTO HEKOTOPbIE CUCTEMbI KaTanoroB MOryT yCTaHaBnuBaTb KOHTPOSb
AOCTyna, paspeLlaroLlnini CpaBHEHMA CO 3HAYEHUSIMU HEKOTOpbIX aTpubyTOB (Takmx Kak

userPassword), npu 3ToM Apyrue AencTBns ¢ 3TUMKN aTpubyTamm MOryT GbiTb 3aMnpeLLEHbI.
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4.4.9 Onepauumsa otkasa Abandon

HasHauyeHue onepaunn Abandon — no3BoNUTb KIIMEHTY 3anpoCcuTb cepBep OTKasaTbCs

OT BbIMNOJIHEHUA He3aBepLIJéHHOl7I onepaunn.

4.4.9.1. 3anpoc

CtpykTypy 3anpoca Abandon otobpaxaeT PucyHok 29.

AbandonRequest ::= [APPLICATION 16] MessagelD

CtpykTypa 3anpoca
PucyHok 29

Monsa 3anpoca Abandon otobpaxaeTt Tabnuua 13.

Tabnuua 13 — lNonsa 3anpoca Abandon

HanmeHoBaHue
OnucaHue Tun
aTpmbyTa
MessagelD Integer

NpoeHTndukatop CoobLLEHNs Tou onepauuu,
koTopas Obina 3anpolleHa paHee Ha [aHHOM
ypoBHe coobuweHuin LDAP. Y camoro 3anpoca
Abandon ecTb cBOM COBCTBEHHbIN
noeHtudpukatop coobweHns MessagelD. OH
oTnuyaeTcsa OoT uaeHTudukaTopa MessagelD
paHee 3anpoLLEeHHON onepauuu, oT

BbINOJIHEHUA KOTOpOIZ Tpe6yeTc;| OTKa3aTbCA.

Mpumep 3anpoca Abandon Ha s3bike Java oTobpaxaeT PucyHok 27.

public boolean cancel (final boolean mayInterruptIfRunning)
{
/ Ecan oriepanmda yxe 3aBeplieHa, TO MBI He MOXeM €€ OTMEHMTHb
if (isDone())
{

return false;
}

/ OTnpaBKa 3anpoca Ha OTMEeHY Ollepalun
try
{

cancelRequested.set (true) ;

result.compareAndSet (null,
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new LDAPResult (messageID, ResultCode.USER CANCELED,
INFO ASYNC REQUEST USER CANCELED.get (), null,
StaticUtils.NO STRINGS, StaticUtils.NO CONTROLS)) ;
connection.abandon (this) ;
}
catch (final Exception e)
{
Debug.debugException (e) ;
}
return true;

}

NMpumep 3anpoca
PucyHok 30

4.49.2. OTBeT

B onepauun Abandon He npegycmoTpeHo oTBeTa. [lpM nonyyvyeHun 3anpoca
AbandonRequest cepBep MOXeT OTKa3aTbCA OT BbINOSIHEHUS onepauun, UaeHTuduumpyemMmomn
no MessagelD. NockonbKy KNUEHT He MOXET OTNNYNTL onepaLmio, 0TKas OT KOTOPOW BbINOMHEH
yCreLwHo, OT He3aBepLUeHHOW ornepauuu, npumMmeHeHue ornepauum Abandon orpaHMyYeHO Temu

crny4yasiMu, Koraa KnmeHTy He TpebyeTcsa nHankaums pesynbTaTtoB onepauum.
4.4.10 PacwmpeHHas onepauus Extended

Onepauus Extended no3sonseT onpeaenuTb AONONHUTENbHbIE Onepaunmn NOMMMO TEX,
KOTOpble Y€ onpeaeneHbl B MPOTOKOmNe; Hanpumep, gobaBuTb onepaumm Ons yCTaHOBKM
Transport Layer Security.

Onepauusa Extended nossonsieT kKnNnMeHTam BbIMOMHATE 3anpoChkl U NOfyYaTb OTBETHI C
npegonpeaenéHHbiMiM CUMHTaKCMcaMn N CeMaHTUKamMu. OTU CUHTAKCUCbl U CEMAaHTUKU MOTyT
ObiTb onpepgeneHsl B RFC, nnbo onpegensatbCa B 4acTHOM MOpPsSiAKE ONs KOHKPETHbIX

peanusauun.

4.4.10.1. 3anpoc

CtpykTypa 3anpoca Extended otobpaxaet PucyHok 31.

ExtendedRequest ::= [APPLICATION 23] SEQUENCE ({
requestName [0] LDAPOID,
requestValue [1] OCTET STRING OPTIONAL }

CTpykTypa 3anpoca
PucyHok 31

Mons 3anpoca Extended otobpaxaeT Tabnuua 14.
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Tabnuua 14 — Nonsa 3anpoca Extended

HavmeHoBaHue
OnucaHue Tun
aTpmbyTa

requestName COOEPXKUT TOYEYHO-UMGPOBOE MNpencTaBreHne LDAPOID
COOTBETCTBYIOLLErO  3anpocy  YHUKaIbHOro
naeHtTudmrkatopa obbekTta OBJECT
IDENTIFIER.

requestValue Octet String

Cooepxut uHdopMauuio, dopma KOTOpow
onpegensieTcs 3TUM 3anpocom,
WHKancynupoBaHHasi B cTpoky oktetoB OCTET
STRING.

Mpumep 3anpoca Extended Ha a3bike Java oTobpaxaeT PucyHok 32.

import netscape.ldap.¥*;
import java.util.¥*;

import java.io.*;

public class ExtOpt ({

private static String OID = "1.2.3.4";
public static void main(String[] args) {
try f
UserArgs userArgs = new UserArgs ("ExtOpt", args, true);

LDAPConnection 1ld = new LDAPConnection();

ld.connect (userArgs.getHost (), userArgs.getPort());
ld.authenticate (3, userArgs.getBindDN (),userArgs.getPassword()) ;
System.out.println ("Authenticated to directory.");

/* Co3maThb pacCuUMpeHHYon onepauuo */
String myval = "My Value";
byte vals[] = myval.getBytes ("UTF8") ;
LDAPExtendedOperation exop =

new LDAPExtendedOperation (OID, wvals);
/* 3anpOoCUTh PacCULMPEHHY ONepauuio C cepBepa */
LDAPExtendedOperation exres = ld.extendedOperation (exop) ;
System.out.println ("Performed extended operation.");
/’"j(iﬁ'}/‘{MTb IIaHHBIE M3 OTBEeTa, OTIPaBJIEHHOIT'O CepBEepOM ~ /
System.out.println ("OID returned: " + exres.getID());
String retValue = new String(exres.getValue(),"UTEF8");

System.out.println ("Value returned: " + retValue);

ld.disconnect () ;

}
catch (LDAPException e) {

System.out.println ("Error: " + e.toString());
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}
catch (UnsupportedEncodingException e) {
System.out.println ("Error: UTF8 not supported");

NMpumep 3anpoca
PucyHok 32

4.410.2. OTBeT

Ha aTtoT 3anpoc cepBep otBetTuT coobuweHnem LDAPMessage, cogepxawimm oTBET
ExtendedResponse.

CTpykTypy oTBeTa Ha 3anpoc Extended otobpaxaeT PucyHok 33.

ExtendedResponse ::= [APPLICATION 24] SEQUENCE ({
COMPONENTS OF LDAPResult,
responseName [10] LDAPOID OPTIONAL,
responseValue [11] OCTET STRING OPTIONAL }

CTpykTypa oTBeTa
PucyHok 33

Mons otBeTa Ha 3anpoc Extended otobpaxkaeT Tabnuua 15.

Tabnuua 15 — lNonsa oTBeTa Ha 3anpoc Extended

HaunmeHoBaHue

OnucaHwue Twun
aTpmubyTa
responseName Mpn ero Hanuunu, coaepXuT naeHTUduKaTop LDAPOID
LDAPOID, YHUKanbHbIN ans JaHHOMN

paclUMpeHHON onepauun unn e€ orteeTta. JTO
nofie sIBMASIETCA ONuUOHarnbHbIM (Oaxe koraa B
cneuundunkaumm pacLumpeHuns onpenenéx
LDAPOID pgnsa wucnonb3oBaHust B 3TOM Mone).
910 none OygeTt OTCyTCTBOBATb, KOrga cepBep
HEe MOXEeT UM He XenaeT onpenenntb, Kakowm
nmeHHo LDAPOID BepHyTb, Hanpumep, ecnu
HEBO3MOXHO pasobpatb requestName, nubo
ero 3HayeHue He pacrno3HaHo.

Ecnn He pacnosHaH wugeHTudumkatop B
requestName, cepsep BO3Bpallaet
protocolError.  (CepBep  MOXeT  BepHyTb
protocolError n B apyrux cny4yasx.)
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HaunmeHoBaHue

OnucaHwue Twun
aTpmbyTa
responseValue Copepxut CBSI3aHHYI0 C onepaumen Octet String
nHcopmauuo. dopmaT nons  onpepensercd
cneumdukaumnen onepauun-pacluMpeHms

Extended. Peanusaumm pomkHbl ObiTb roTOBBbI
obpaboTaTb NPOU3BONBHOE COAEPXKMMOE MNOSS,
B TOM 4uCNEe W HyneBoW AfWHbI. 3HaYeHus,
KoTopble onpegensatTca B TepMmHax ASN.1 u
3akogupoBaHbl BER Takke crnefytoT npasunam
pacLInMpsIEMOCTH.

4.4.11 Onepauumsa StartTLS

MpepoHasHayeHne onepauum Start Transport Layer Security (StartTLS)—
WHUUMMpOBATL  ycTaHoBneHne ypoBHA TLS. Onepauma StartTLS onpepeneHa ¢

Ncnosfib30BaHNMEM MexaHn3aMa paclumpeHHon onepauumn Extended.
4.4.11.1. 3anpoc

KnueHT 3anpawmuvBaeT yctaHoBneHume TLS nyTém oTnpaBku cepBepy COOOLLEHUA C
3anpocom StartTLS. 3anpoc StartTLS onpegendetca B TepMuHax 3anpoca onepauum-
pacwupeHna ExtendedRequest. geHTudumkatop requestName —"1.3.6.1.4.1.1466.20037", a
none requestValue Bcerga oTcyTCTBYET.

KnneHT He AofmkeH nocbinatbh Bered 3a 3TuMm 3anpocoM kKakmx-nmbdo LDAP PDU Ha
AaHHOM ypoBHe coobuieHnin LDAP go nonydeHuns otBeta onepauum-pacumpennsa StartTLS, u,
B Cflydae oTBeTa C yCrelHbIM CTaTyCoM, A0 3aBepLueHns neperosopos TLS.

Mpn obHapyxeHun npobrnem c nocrnegoBaTeNbHOCTbIO BbINOMHEHMS onepaumi (B
YacTHOCTU Tex, koTopble onucaHbl B pasgene 3.1.1 [RFC4513]) pesynbTupylowmi Kopg
resultCode oTBeTa JomKeH BbITb ycTaHOBMNEH B operationsError.

Ecnn cepBep He noggepxuBaeT TLS (B cuny KOHCTPYKTUBHBIX OCOBEHHOCTEN Mnn
TEeKyLWMX HacCTpOeK), OH BO3BpallaeT OTBeT C pesynbTupylowmm kogom resultCode,
yCTaHOBIIEHHbIM B protocolError.

3anyckaet npotokon Transport Layer Security (TLS) B atom coeauvHeHun pns
BKMOYEHUS KOHPUAEHLMANbHOCTM CeaHca.

Mpumep 3anpoca 3anycka Transport Layer Security (TLS) B aTomM coeavHeHuu ans

BKMOYEHUSA KOHMAEHUMANbHOCTM ceaHca Ha a3bike Java otobpaxaeT PucyHok 34.

import netscape.ldap.¥*;
import java.util.*;

import java.io.*;
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public class ExtOpt {

private static String OID = "1.2.3.4";
public static void main(String[] args) {
try {
UserArgs userArgs = new UserArgs ("ExtOpt", args, true);

LDAPConnection 1d = new LDAPConnection () ;

ld.connect (userArgs.getHost (), userArgs.getPort());
ld.authenticate (3, userArgs.getBindDN () ,userArgs.getPassword()) ;
System.out.println ("Authenticated to directory.");

/* Co3maTh pacCHMPEeHHY olepanmuon */
String myval = "My Value";
byte vals[] = myval.getBytes ("UTF8") ;

LDAPExtendedOperation exop =
new LDAPExtendedOperation (OID, wvals);

/ * 3anIpOoCUTh PAaCUMPEHHYI OllepalMi C cepBepa */
LDAPExtendedOperation exres = ld.extendedOperation (exop) ;

System.out.println ("Performed extended operation.");

//kj(}‘JL‘\/‘dJ/PL‘b IOAaHHBEIE M3 OTBETA, QL‘MPE{_%MCUMQ,Q ('TC:’?.%(TPQM '(//
System.out.println ("OID returned: " + exres.getID());
String retValue = new String(exres.getValue(),"UTEF8");

System.out.println ("Value returned: " + retValue);

ld.disconnect () ;

}

catch (LDAPException e) {
System.out.println ("Error: " + e.toString());

}

catch (UnsupportedEncodingException e) {
System.out.println ("Error: UTF8 not supported"):;

NMpumep 3anpoca
PucyHok 34

4.4.11.1.1. CHATKe ypoBHA TLS

Kak KnuneHT, Tak u cepBep MOXeT CHATb YpoBeHb TLS (NpekpaTuTb ero ncnosibsoBaHue)
N NPOJOIMXNUTL paboTy € "4nCTbIM" ypoBHEM cooblieHui LDAP nyTém oTnpaBku U NONyyYeHus
onoseLlleHus o 3akpbltum TLS (TLS closure alert).

CTopoHa-mHuymnaTop nocbinaeT onoselleHne O 3akpbiTum TLS u gomkHa oxuaaTs,
rMoka He norny4uT onoBselleHne O 3akpblTum TLS oT Apyron CTOpPOHbI, Npexae Yyem nocbinaTb

pganbHenwmne LDAP PDU.
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Korga ogHa 13 CTOpOH NonyyaeT HavanbHoe onoBelleHne o 3akpblTum TLS, oHa moxeT
n3bpatb BapuaHT NpogosrmkKeHus paboTbl € "4yncTbiM" ypoBHEM coobuieHnn LDAP. B atom
crnyyae OHa [OormKHa HeMe[eHHO nepeaaTtb onoBelleHne o 3akpbiTun TLS. Benep 3a atum oHa
MOXeT nocbinatb 1 npuHumaTs LDAP PDU.

CTOpOHbI MOryT 3aBeplwuTb AaHHyto ceccuto LDAP nocne oTnpaBkM U MNONyYeHUs

onoBeLleHns 0 3akpbiTum TLS.

4.4.11.2. OTBeT

Mpn nonydeHnn 3anpoca StartTLS, cepsep, noggepXmBaroWnMin JaHHYO onepauumio,
AOJDKEH BEPHYTb 3anpalumBatolLeMy KnMeHTy oTBeTHoe cooblueHne StartTLS. VoeHTudumkaTop
responseName, ecnn  TakoBOM  npepoctaenseTca  (cmotpute  pasgen  4.12), —
"1.3.6.1.4.1.1466.20037". lNone responseValue Bcerga oTcyTCTBYET.

Ecnu cepsep xenaet n cnocobeH BecTtn neperosBopbl TLS, OH BO3BpallaeT OTBET
StartTLS, pesynbTupytowmn koa resultCode koToporo yctaHoBreH success. [1pu nonyydeHun
KnueHTom oTBeTa StartTLS ¢ ycnelwHbIM CTaTyCoOM CTOPOHbLI MOTYT HayaTtb neperosopbl TLS kak
onucaHo B pasgene 3 [RFC4513].

B npoTtnBHOM crniyyae, ecnun cepBep He XenaeT UM He CNocobeH BbINOMHUTL AaHHYHO
onepauuio, OH AOSPKEH BEPHYTb COOTBETCTBYHOLUUN pe3ynbTUPYIOWMUI KO, YKasbiBalOLWNA Ha
xapaktep npobnembl. Hanpumep, ecnn nogcuctema TLS B HacTosiiee Bpemsi He OOCTYMHa,
cepBep MOXeT ykasaTb Ha 9TO MNyTEM BO3BpaTa COOOLWEHMS C pe3yNbTUPYHOLLNM KOLOM
resultCode, ycrtaHoBneHHbIM B unavailable. B Tex cnydasx, korga BO3BpalléH OTBET C

HeycneLlHbIM pe3ynbTupyowmm kogom, ceccusi LDAP npogomxkaetcs 6e3 ypoHs TLS.

4.5. Kogbl olLnbokK

LDAPResult — 310 KOHCTpPYKLUMS, UcCnonb3dyemasi B AaHHOM MPOTOKOSie Afis BO3BpaTa
WHOMKaLUMN YCMNELWHOro Wnn HeyaayHoro 3aBeplleHus onepauumm OT cepBepa KnueHTty. Ha
pasnuyHble 3anpocbl cepBep OyaeT Bo3BpawaTb OTBEThl, COAEp)XalMe SNeMEHTbl U3
KoHCcTpykuun LDAPResult, ansg wHOvkauum duHanbHOro cratyca 3anpoca onepauuu
npoTokona.

Kogbl LDAPResult otobpaxaeT PucyHok 35.

LDAPResult ::= SEQUENCE ({
resultCode ENUMERATED ({
success (0),
operationsError (1),

protocolError (2),
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timelLimitExceeded
sizelimitExceeded
compareFalse
compareTrue
authMethodNotSupported
strongerAuthRequired

-- 9 Bape3epBUPOBAH —-—
referral
adminLimitExceeded
unavailableCriticalExtension
confidentialityRequired
saslBindInProgress
noSuchAttribute
undefinedAttributeType
inappropriateMatching
constraintViolation
attributeOrValueExists
invalidAttributeSyntax

-— 22-31 He WUCIHOJIL3YITCH
noSuchObject
aliasProblem
invalidDNSyntax

-- 35 3ape3epBMPOBAH IJisd
aliasDereferencingProblem

-— 37-47 He UCHOJIL3YITCSH
inappropriateAuthentication
invalidCredentials
insufficientAccessRights
busy
unavailable
unwillingToPerform

loopDetect

55-63 He MCNOJIL3YITCSH
namingViolation
objectClassViolation
notAllowedOnNonLeaf
notAllowedOnRDN
entryAlreadyExists
objectClassModsProhibited

-- 70 3apesepBUPOBAH IJid
affectsMultipleDSAs

72-79 He UCIHOJIL3YITCH

other

by
matchedDN LDAPDN,

LDAPString,

[31]

diagnosticMessage

referral

(10),
(11),
(12),
(13),
(14),
(le),
(17),
(18),
(19),
(20),
(21),

(32),
(33),
(34),
Heonpenes€éHHOTO isLeaf --
(36),

(48),
(49),
(50),
(51),
(52),
(53),
(54),

(64),
(65),
(66),
(67),
(68),
(69),
CLDAP --
(71),

(80),

Referral OPTIONAL }

Koabl LDAPResult
PucyHok 35
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Mons koga LDAPResult otobpakaeT Tabnuua 16.

Tabnuuya 16 — NMonsa kopa LDAPResult

HaumeHoBaHue
aTpmbyTa

OnucaHue

Tun

LDAPResult

Hymepauus KoOoB resultCode  gaBnsetcsa
paclmpsemon, Kak ornpegeneHo B pasgene 3.8
RFC4520. Ecnu cepBep oOHapyxuBaeT npwu
BbINOSIHEHUN  OMepauunm  HECKONbKO  OLIMOOK,
BO3BpaLLlaeTCs TOMbKO OAWH pe3ynbTUpYyHoLMi
koa. CepBep OOMKEH BEPHYTb pesynbTUPYHOLUIA
KoA, KOTOpbIM Havniyywum obpasom oTpaaeT
XapakTep BO3HMKWwen owunbkn. CepBepbl MOryT
BO3BpallaTb MNOAMEHEHHble pe3ynbTupyroLlme
koAbl ans npegoTBpaLleHus
HeCaHKUMOHNPOBAHHOIO cbopa cBefeHun
310y MbILLSIEHHUKAMMU.

3HauyeHne nepeyvncrneHHbIX pesynbTUPYOLLINX
KOJOB [aHO B Tabnuue Huxe.

ENUMERATED

diagnosticMessage

Mone paHHOM KOHCTpyKumn diagnosticMessage
MOXeT, MO YCMOTPEHWO cepBepa, ObITb
NCnonb30BaHO ans BO3BpaTa CTPOKU,
coaepxaluemn yntabenbHoe TEeKCTOBOE
anarHoctnyeckoe coobuleHne (B HEM cneayet
nsberatb CMMBOSIOB yNpaBfieHUss TEPMUHANOM U
dopmaTupoBaHusa cTpaHuubl). NockonbKy gaHHoe
AnarHocTn4eckoe coobLieHne He
CTaHOapTM3MPOBaHO, peanu3aumm He OOJTKHbI
nonaratbCsA Ha BO3BpawaeMble B 3TOM Mone
3Ha4veHusi. OBbIYHO gMarHOCTMYECKNe CoobLLeHNs
pononHawT koabl resultCode pgononHUTENbHOM
nHgopmauunen. Ecnm cepBep pewaetr He
BO3BpalllaTb TEKCTOBOWM  AMArHOCTMKW, none
diagnosticMessage oomkHO ObITb NYCTbIM.

LDAPString



https://datatracker.ietf.org/doc/html/rfc4520#section-3.8
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HanmeHoBaHue
Onucaxue Tun
aTpmbyTa
matchedDN [na HekoTOopbIX pPe3ynbTUPYILWKMX KOOOB (Kak LDAPDN
npasuso, noSuchObiject, aliasProblem,

invalidDNSyntax u aliasDereferencingProblem, Ho
He orpaHnymMBasAcCb TOMbKO MMW), B nosne
matchedDN nomewaetca (N0 pesynbTatam
KOHTpONs AocTyna) wWMmsa nocrnegHen 3anvcu
(obbekTa nnm ncesgoHuMMa), KoTopoe
ncnonb3yeTcs AN HaxoXOeHws uenesoro (unu
6a3oBoro) obbvekra. Ato BbyaeT yceuéHHas popma
npegocTaBneHHOro umeHu, nunbo, ecnu npu
NOMbITKE HaxXOXAEeHWs 3anucy Obin pasbiIMeHOBaH
NCEeBOOHUM, TO pes3ynbTupylowero uMmeHu. B
npotMBHoM criydae none matchedDN ocTaétcs
NyCTbIM.

4.5.1 OTcbinka (Referral)

Pesynbtupytowmn kog referral ykasbiBaeT Ha TO, YTO 3anpallMBaeMbii CEPBEP He
MOXET UM He XerlaeT UCMNOSTHATbL onepauuio, U YTO OOWH UMM HECKOSbKO APYrnX cepBepoB
MOryT BbITb B COCTOSAHUM 3TO caenaTtb. [pnymHammn aToro MoryT 6bITh:

LleneBas 3anucb 3anpoca He XpaHUTCA foKanbHO, HO Yy cepBepa eCTb CBeAeHUd O eé
BO3MO>XHOM CYLLIECTBOBaHUU B APYroM MecTe.

Ha paHHOM cepBepe YCTaHOBMEHO OrpaHMyeHMe Ha Takue onepauuun, BO3MOXHO
NPOU3BOAMTCA NOMbITKA U3MEHUTb KOMUIO 3anncu, NpegHa3HayYeHHYo TONbKO OS5 YTEHUS.

Mone referral npucytctByeT B koHCTpykumm LDAPResult, ecnn none resultCode
ycTaHoBneHo B referral, npu Bcex ocTanbHbIX pPe3ynbTUPYOLNX Kogax oHO oTcyTcTByeT. OHO
COOEPXUT OOHY UMM HECKOSbKO OTCbISIOK HA OOWH WM HECKONbKO CEepBEepOB UMW CEPBMUCOB,
KOoTopble MOryT ObITb JOCTYnHbI nocpeactsom LDAP unu gpyrnx npotokonoB. OTCbINKM MOryT
OblTb BO3BpalLEHbl B OTBET Ha 3anpoc kakon-nmbo onepauumn (3a uckniodeHnem Unbind w
Abandon, koTopble He Bo3BpalliawT oTBeToB). B none referral gomkeH npucyTcTBOBaTb MO
MeHbLLen mepe oanH URIL.

Bo Bpemsa onepaumm noucka Search, nocne HaxoxaeHuss 6as3oBoro obbekTa
baseObject n oueHkn 3anucen, otcoinka referral He Bo3BpalwaeTca. BmecTto atoro, ecnu gns
3aBepLueHus onepauum TpebyeTcsa obpaTuUTbCA K APYrMM cepBepam, BO3BPAaLLAOTCA CCbINKU-

npogomxeHus (continuation references), onucaHHble B pasgene 4.5.3.

Ctpyktypy Referral otobpaxaeTt PucyHok 36.
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Referral ::= SEQUENCE SIZE (1..MAX) OF uri URI

URI ::= LDAPString —-— Oor'paHMYeHa HabOpOM CHMMBOJIOB,

—-— paspeumé€HHBIXx B URI

Ctpykrtypa Referral
PucyHok 36

Ecnu knueHT xenaet NpoAO/MKUTb BbINOSIHEHNE onepaunn, oH obpallaeTca K OgHOMY
N3 NoadepXMBaeMbIX CEPBUCOB, MEPEYUCIIEHHbIX B OTCbIIKE. ECnM NpuCyTCTBYEeT HECKONbKO
URI, knnMeHT npegnonaraeT, 4YTO AN NPOAOSPKEHNS onepaunm MOXHO UCNoNb3oBaTth fitobon n3
npepocTtaeneHHbIx URI.

KnueHTbl, cneayowme nNo OTCbIfIKaM, OOIMKHbI NPUHUMATb Mepbl MO NpefoTBPaLLEHMIO
3aumknmBaHna mexay cepsepamu. OHM He AO0SMKHbI NOBTOPHO ObpaluaTbCs K OOQHOMY U TOMY
Xe cepBepy C OOHMMU N TEMU Xe 3anpocaMmn C yKas3aHMEM B HUX OOUHAKOBbLIX NMapamMeTpoOB.
HekoTopble KNMEHTbI NCMONb3YIOT CYETUMK, YBENNYMBAIOLLNINCA HA €ANHULY KaXKabl pas, korga
BO BpeMsi onepauuu npoucxoauTt obpaboTka OTCbINKU. KnNMeHTbl Takoro Tvna OOMKHbI ObiTb
cnocobHbl obpabatbiBaTb NO KpaHEW Mepe [OecATb BIIOXKEHHbIX OTCbIFIOK BO BpeEMS
BbIMNOMIHEHUS onepaunn.

URI gnsa cepsepa, peanusytowero LDAP un pgoctynHoro no TCP/IP (v4 wnn v6)
[REC793][REC791], sanucbiBaeTca B Buae LDAP URL B cootBeTcTBUM ¢ [REC4516].

3HauveHnss Referral, kotopble gaBndawTca LDAP URL, noguuHsitoTcs cregylowmm

npasunam:

Ecnn npoucxoant pasbiMeHoBaHne ncesgoHuma, B LDAP  URL  pomkHa
NpUCYTCTBOBaTb YacTb <dn> C MMEHEM HOBOrO LIeNneBoro oobekTa.

Bo nsbexaHne HeogHo3HayHocTu pekoMmeHayetcs (RECOMMENDED) Hanunume vacTtu
<dn>.

Ecnn yactb <dn> npucyTCTBYeT, KIMEHT UCNOoMb3yeT 3TO UMA B Crieylolem 3arnpoce,
BbINOSTHAEMOM [J15 NPOAOIMKEHNS onepaLumm, a ecriv OHa He MPUCYTCTBYET, KIMUEHT UCMNONb3yeT
TO XX€ MMS, YTO N B OpUrMHarbHOM 3anpoce.

HekoTopble cepBepbl (HanpuMep, y4acTByloLmne B pacnpegenéHHoM MHOEeKCUPOBaHUN)
MOryT NpefoCTaBnsaTb pasnuyuHblie punbTpbl B URL OTChINOK Ans onepauun noncka Search.

Ecnn B LDAP URL npucytctByeT 4vactb <filter>, knueHT ncnonb3yeT aToT punbTp B
cnegylowem 3anpoce, BbINOMHAEMOM ANS NPOAOIMKEHNA AaHHOW onepauuu Search, a ecnun oHa
He NPUCYTCTBYET, KMUEHT MUCMNONb3yeT TOT Xe caMblli PurbTp, KOTOPbLIN MUCNOoNb3oBancs Ans

aTon onepauun Search.



http://tools.ietf.org/html/rfc793
http://tools.ietf.org/html/rfc791
http://tools.ietf.org/html/rfc4516
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[na onepauun noucka Search pekomeHayeTca Hanuume Yyactu <scope> BO usbexaHue

HEOOHO3HAa4YHOCTW.

Ecnun yactb <scope> OTCYTCTBYET, MpuU NpoaosKeHUn onepaunn KINMeHT MCNonb3yeT

AnanasoH, ykasaHHbI B OpUrnMHanbHoOn onepaumm Search.

,Elpyrme acCleKkTbl HOBOro 3arnpoca MOrytT KakK coBnagatb, TaK WU OTNNM4aTbCA OT

napameTpOoB TOro 3anpoca, KOTOPbI NOPOAUI OTCbISKY.

MoryT 6biTb Bo3BpalleHbl U apyrne Tunbl URIL. CuHTakcnc n cemantuka Takmx URI

OCTaBJieHbl KaK npegmMer

Henogaepxmeaemble nmn URI.

Oyoywmx cneuudpmkaumin. KnueHTbl MOryT  MrHOpUpOBaTb

3akogupoBaHHble B UTF-8 cumBonbl, gobasnsiemble B CTpokoBoe npeacTtasneHmne DN,

nouckoBoro unbTpa wnn gpyrux noserd B 3HadeHun nons referral, moryt ObiTb

HepaspelwéHHbIMM ansa  ucnonb3osaHuss B URI (Hanpumep, npobenbl) M OOMKHbI OblThb

3KpaHMpOBaHbI C NMOMOLLBbIO % No meToay, onucaHHoMy B [REC3986].

4.5.2 PesynbTtupytowme koabli LDAP

3Ha4deHunst kogoB owmnbok oTobpaxaeT Tabnuua 17.

Tabnuuya 17 — 3Ha4YeHMA Ko4oB OLLUOOK

Koa

3HauyeHue

success (0)

YKa3sblBaeT Ha yCMNeLHOe BbINOSTHEHNE onepaumm.
lMpuMeyvaHue: aTOT KO He UCMOSNb3YyeTCs C onepaumen
Compare. CmoTpute compareFalse (5) u compareTrue (6).

operationsError (1)

YkasblBaeT Ha TO, 4yTO onepauund HapywaeT
nocnenoBaTesibHOCTb BbIMOJTHEHUA MO OTHOLUEHUIO K OAPYTUM
onepaunam (TOFO Xe unu gpyroro TI/II'Ia).

Hanpumep, AaHHbIM KO BO3BpaLLlaeTcd, Korga KnueHT
nbiTaeTcs BbiNoNHUTL StartTLS [REC4346], B TO BpeMs Kak
Apyrve He3aBepLUEeHHble onepauunm eLLé BbINOSTHATCA UIn
ypoBeHb TLS yxe 6bIn yCTaHOBIIEH.



http://tools.ietf.org/html/rfc3986
http://tools.ietf.org/html/rfc4346
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Kon

3HauyeHue

protocolError (2)

YKkasblBaeT Ha TO, 4YTO CepBep MOny4un HenpaBUIbHO
ChOPMMPOBAHHbIE AaHHbIE.

MpumeHuTenbHO K onepauun Bind aTOT KOO Takxke
ucrionb3yeTcsd [ONd yKasaHuMs Ha TO, 4YTO CcepBep He
noaaepKMBaeT 3anpalinBaemMyro BEpCUo NPoToKona.

MpumeHnTensHo K onepauun Extended aToT KOO Takke
ucnonb3dyeTcsa [AONa  ykasaHMs Ha TO, 4YTO cepBep He
nogaepxueaeT (B CUMY KOHCTPYKTUBHbIX OCOBEHHOCTEN Mnn
TEKyLWMX  HACTpPOeK)  acCoUUMPOBAHHYID  C  MOfem
requestName onepauuio-paclumpeHue.

MpuMeHUTENbLHO K 3anpocam onepaumn ¢ ykasaHnem
HECKOJIbKMX 3fIEMEHTOB YNpaBrieHUsl, 3TOT KOO MOXET
Mcnonb3oBaThCH A4S MHAWKALUK TOro, YTO cepBep HE MOXeT
UrHOpMpOBaTb NOPSALOK, B KOTOPOM yKa3aHbl 3TU 3fIEMEHTbI
ynpasneHus, ninbo Toro, 4To KOMOMHaUUSA yKka3aHHbIX
3fIEMEHTOB YrpaBfeHnsa HeEBEpPHa Unu He onpegenexHa.

timeLimitExceeded (3)

YkasblBaeT Ha TO, YTO ONpefenéHHOe  KIMEHTOM
orpaHuyeHne no BpemeHu 6bIn0 NpPeBbLILEHO A0 3aBepLUEHNS
onepauun.

sizeLimitExceeded (4)

YKkasblBaeT Ha TO, YTO ONpefenéHHOEe  KINEHTOM
orpaHuyeHue no pasmepy 66110 NpeBbILLEHO A0 3aBepLUeHUs
onepauun.

compareFalse (5)

YkasblBaeT Ha TO, 41O onepauus Compare ycnewHo
BbIMONIHEHA W yTBEPXAEHWE oueHeHo kKak FALSE wnu
Undefined.

compareTrue (6)

YkasblBaeT Ha TO, 4TO onepauus Compare ycnewHo
BbINOSIHEHA U yTBEPXAeHMe oueHeHOo kak TRUE.

authMethodNotSupported (7)

YKkasblBaeT Ha TO, YTO MeTod WU MexaHu3sm
ayTeHTUdUKaLUMM He NOAAEPXKMBAETCS.

strongerAuthRequired (8)

YKasbIBaeT, YTO ANS BbINOMHEHMS onepaunmn cepBep TpebyeT
bonee cTporov ayteHTudmKauuu.

Mpu wucnonb3oBaHUM C YyBeAOMIIEHNEM 00 OTKMYEHUM
AaHHbI KOO YKasblBaeT Ha TO, 4YTO cepBep onpeaenun
HeOoXMaaHHbI 06PbLIB NN KOMNPOMETAaLMIO YCTAaHOBEHHOO
3aLUMLLIEHHOTO COEAMHEHUSI MEXAY KITMEHTOM U CEPBEPOM.

referral (10)

YKkasblBaeT Ha TO, 4YTO ANs BbIMNOMIHEHUS onepaumn
HeobxoaMmo npocnefoBaTbh No oTcbinke (Referral).
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Kon

3HauyeHue

adminLimitExceeded (11)

YkasblBaeT Ha TO, yTOo Oblnn
aaMMHUCTPATUBHbIE OrpaHUYEHMS.

NnpeBbILLEHbI

unavailableCriticalExtension
(12)

YKka3blBaeT, YTO KPUTUYHbLIA 3NEMEHT YMpaBleHus He
pacnosHaH (Controls).

confidentialityRequired (13)

YKkasblBaeT Ha TO, yTO TpebyeTcs 3awuTa
KOH(UAEHUMANbHOCTU AaHHbIX.
sasiBindInProgress (14) YKkasblBaer, yTO ans NPOAOIHKEHUS npotecca

ayTeHTUdmKaumm cepBep TpebyeT OT KIMEHTa HOBOMO
3anpoca Ha noAcoeauHeHVe C TEM XKe CaMblM MEXaHU3MOM
SASL.

noSuchAttribute (16)

YKasblBaeT Ha TO, YTO 3anucb C 3afaHHbIM WUMEHEM He
COOEepPXKUT yKasaHHOro aTpubyTa unm 3Ha4veHus atpubyTa.

undefinedAttributeType (17)

YkasblBaeT Ha To, YTO onucaHue aTpubyTa B none 3anpoca
He pacno3HaHo.

inappropriateMatching (18)

YkasbiBaeT Ha TO, 4TO Obina npeanpuHaTa nonbiTka
nucnonb3oBatb (Hanpumep, B  YTBEPXAEHUW) nNpaBunio
COOTBETCTBUSA, He onpefenéHHoe Ansa Toro Tuna aTtpubyTa,
KOTOPbIV y4acTBYeT B onepauun.

constraintViolation (19)

YKkasblBaeT Ha TO, YTO KMAMEHT npeaocTaBun 3HavyeHue
aTpubyTa, He yaoBneTBopsioLlee orpaHnYeHnaMm,
HanaraeMblM Ha HEro MoAernbio AaHHbIX.

Hanpumep, AaHHbIM KOA4 BO3BpallaeTcs, korga ansa atpubyrta
c orpaHumyeHnem SINGLE-VALUE 6bino npegocrtaBneHo
HECKOSbKO 3HaYeHUM.

attributeOrValueExists (20)

YKasblBaeT Ha TO, YTO KNMEHT npeaocTaBsun ans nobasneHus
B 3anucb aTpubyT wunM 3HayeHue, HO 3TU aTpubyT unu
3Ha4YeHue yXe CyLLECTBYIOT.

invalidAttributeSyntax (21)

YKasblBaeT Ha To, YTO npearonaraeMoe 3HavyeHne aTpubyTa
He COOTBETCTBYET CUHTaKcucy aTpubyTa.

noSuchObject (32)

YkasblBaeT Ha TO, 4YTo Takoro obwvekTa B DIT He cywecTByer.

aliasProblem (33)

YKasblBaeT Ha TO, YTO BO3HUKIIA npo6nema C nceBAOHNMOM.
Hanpmmep, JaHHbIM KOO MOXET WUcnofb3oBaTbCa  ANs
MHOUKaunn TOro, 4yTO nony4yeHHoe B pesynbTaTte
pa3biMEHOBAHUA NCeBOOHNMaA MMA HE YKa3blBaeT Ha 0bObeKT.
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Kon

3HauyeHue

invalidDNSyntax (34)

YkasblBaeT Ha TO, 4TO 3Ha4deHusa nons tuna LDAPDN wnn
RelativeLDAPDN 3anpoca (Hanpumep, search base, target
entry, ModifyDN newrdn, »n T.n.) He yOOBNETBOPSIOT
TpebyemMoMy  CUMHTakCucy WAM  COAepXaT  3HayeHus
aTpubyTOB, He yOOBMETBOPSOLME CUHTAKCUCY ITUX TUMOB
aTpnbyToB.

aliasDereferencingProblem (36)

YKkasblBaeT Ha TO, YTO Mpu pasbiIMEHOBAHUM MNCEBAOHUMA
BO3HMKNa npobnema. Kak npaBuno, nceBooHMM BCTpPeTUncs
B CUTyauun, Korga 3To He No3BondeTcs, NMbo JOCTYN K HeMy
3anpeLyéH.

inappropriateAuthentication (48)

YKkasblBaeT, 4TO cepBep TpebyeT OT KAMEHTa, KOTOpbIn
nonbiTanca  NOACOEAMHUTBCA  @HOHMMHO  unn  6es
npefocTaBfeHnss aHHbIX ayTeHTuduKauum, npegoctaBUTb
3TU AaHHble B TON UK MHOMN dhopme.

invalidCredentials (49)

YKasblBaeT Ha TO, YTO MNPEAOCTaBfEHHble [aHHble
ayTeHTUdmKaummn (Hanpumep, UMsi Nofb3oBaTens U naporsb)
HEBEpPHbI.

insufficientAccessRights (50)

YKasblBaeT Ha TO, YTO Yy KIMEHTA HeT OO0CTaTOYHbIX npas
AOCTyna Ans BbINONHEHUsSI aHHOW onepauunu.

busy (51)

YKasblBaeT Ha TO, 4YTO CepBep CIULIKOM 3aHaT Ans
ob6CcnyXnMBaHUsi JaHHOWN onepauuu.

unavailable (52)

YKkasblBaeT Ha TO, 4YTO CepBep HaxoauTcs B cTaguu
BbIKIMIOYEHNS UNM HeobxoamMmas Ans BbINOMHEHUs onepauum
noacuctema HeoCTyMnHa.

unwillingToPerform (53)

YKasblBaeT Ha TO, YTO CepBep He XKenaeT UCMONHSATL AaHHYo
onepauumio.

loopDetect (54)

YKasblBaeT Ha TO, YTO cepBep OOHapyXun 3auuknMBaHue
(Hanpumep, B npouecce pasbiMeHOBaHUS NCEBOOHMMOB UM
MPW BbINOSTHEHWUM CLENNEHNS).

namingViolation (64)

YKkasblBaeT Ha TO, YTO MMS 3anucu HapyLwaeT orpaHn4yeHunAa
MMeHOBaHNA.

objectClassViolation (65)

YKkasblBaeT Ha TO, 4YTO 3anuCb HapyllaeT oOrpaHU4eHust
0o6bekTHoro knacca.

notAllowedOnNonLeaf (66)

YkasblBaeT Ha TO, YTO onepauns BbINOMNHAET HeHaanexatlee
JencTBme Haa HeNMCTOBOW 3anuchlo.
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Kon

3HauyeHue

notAllowedOnRDN (67)

YKasblBaeT Ha TO, YTO onepauusi Npou3BoOAUT HEYMECTHYHO
MONbITKY YAanuTb 3HaYeHne, opMupYytoLLLee OTHOCUTENBHOE
YHUKanbHOEe NMs 3anucu.

entryAlreadyEXxists (68)

YkasblBaeT Ha TO, 4TO 3anpoc (Ha pgobasneHue,
nepemMeLleHne unM nepenMmMmeHoBaHME) He MOXeT OblTb
NCNOJSTHEH, NOCKOSbKY LienieBast 3anuchb Yyxe CyLlecTByeT.

objectClassModsProhibited (69)

YKkasblBaeT Ha TO, YTO nonbiTka Moaudmkaumm OH6BEKTHOMO
knacca (knaccoB) B aTpubyte "objectClass" 3anucm He
paspeLuaeTcs.

Hanpumep, paHHbIN KOA4 BO3BpallaeTcs npu  MomnbITKe
KNueHTa MoauduumMpoBaTh CTPYKTYPHbIM OOBLEKTHLIN Knacc
3anucu.

affectsMultipleDSASs (71)

YKasblBaeT Ha TO, YTO onepauuns He MOXEeT ObiTb BbINOSTHEHA,
MOCKOJSIbKY OHa 3aTparnmBaeT Heckonbko cepBepoB (DSA).

other (80)

YkasblBaeT, 4YTO Ha CepBepe npou3oLlia BHYTPEHHSS
owimnbka.
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NMPUNOXEHUE

NEPEYEHb U3BMEHEHUU NPUKNAQHOIO NPOrPAMMHOIO

UHTEP®EUCA
Pedakuyusi| [ama Bepcus CriucoK 8HeCEHHbIX U3BMEHeHUU
1 04.03.2022 1 MNepBas pepakumsa
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NEPEYEHb TEPMUHOB

B HacTosileM JOKYMEHTe UCNONb30oBaHbI crieayowmne TEPMUHbI:

1) NporpammHOe u3genne — nporpaMma  Ha HocuTene [aHHbIX, SABNALAsaca
NPOAYKTOM NPOMbILLIIEHHOIO NPOU3BOACTBA.

2) CpenctBo BbluncnuTernbHon TexHukn (CBT) — MN3BM (nepcoHanbHas 3neKTpoHHO-
BblUMCIIUTENbHAsA  MalumMHa)  1Mbo  Apyroe  BblMMCnUTENbHOE — 0bopynoBaHue
(ManHppenm, MuHK-OBM, Mnkpo-OBM, KIK (kapmMaHHbIM nepCcoHarnbHbIN KOMMLIOTEP),
KOMMNbIOTEPHLIN TEPMUHA).

3) CBT wuvHAMBMOyanbHOro  nonb30oBaHWA —  BblYUCAUTENbHOE  0BopyaoBaHue,
obecneyunBatoLLiee AOCTYN OTAENbHOro Nosib3oBaTens K MHPOPMaLMOHHbIM CepBucamMm,
npegocTaBnsaemMbIM NPOrpaMMHbIM U3AENNEM:

— CepBep (CTOEYHbIN NN OTAENBHO CTOALLMNA).

— MHOromalunHHbIN BblbucnMTenbHbli komnsieke (MMBK), To ecTb cepBepHbIn KnacTep.
4) CBT KOJTNEeKTUBHOro Nnonb30BaHUA — BblYUCNNTENBHOE obopynoBaHue,
npegHasHayeHHoOe [Ana peanu3aumMyM nporpaMmMHbiM - msgenueMm  MHEPOPMaLMOHHBIX
CepBUCOB, NPeaoCcTaBNAeMbIX BCEM MOMb30oBaTeNam, UMEoLWMM A0CTYn:

— ABTOMaTUM3MpoBaHHoe paboyvee mecto (APM) Ha 6ase NMOBM.

— MNopTaTnBHLIN KOMNbIOTEP (HOYTOYK).

5) MobunbHoe CBT — BbluMcnnTensHoe 06opyaoBaHUE MOBLILLEHHOW NOPTAaTUBHOCTY:
— KapmaHHbI nepcoHanbHbin koMmnbtoTep (KIMK).

— KIK co BCTpoOeHHbIM MogyniemMm MOBuUbHON CBA3M — CMapTEOHbI 1 KOMMYHUKATOPBbI.
6) Cuctema ynpaeneHnsa 6asamu LaHHbIX — COBOKYMNHOCTb MPOrpaMMHbIX U A3bIKOBbIX
cpencTts, obecneunBarolmnx ynpasneHme 6asamm gaHHbIX.

7) MpuknagHoM NporpaMMmHbIA UHTEPdENC — COBOKYNHOCTb METOA0B, MO3BONSAOLLNX
CTOPOHHEMY MPOrpamMMHOMY CPeACTBY MOSyYMTb AOCTYN K (PYHKUUSM NPOrpaMmHOro
n3genusd, obecneuymBarowmm obpaboTky gaHHbIX, ynpasneHme OC, KoHTponb Hag CBT
n T.40. AHrMMnckoe HammeHoBaHuWe TepMuHa — application programming interface,

cokpatueHHo M.
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NMEPEYEHb COKPALLUEHUHA

ABTOMaTM3MpOBaHHOe paboyee MecTo

ABTOMaTM3MpOBaHHasA cuctema

ABTOMaTM3MpPOBaHHAA cUCTeEMa ynpaBreHuUsi TEXHONOrMYyeCckumM nNpoLeccom

basa gaHHbIX

KapmaHHbIN nepcoHarnbHbIN KOMMNbOTEP

MHOroMaLUMHHbIN BbIYUCTIUTENBHbBIA KOMMITEKC

OnepauunoHHas cuctema

MpuknagHoM NporpamMmMHbI UHTEpPdIENC

[MporpamMMHbIN KOMMNSIEKC

MporpammHoe obecneveHme

lMporpammHoe cpeacTso

lMepcoHanbHasa aNeKTPOHHO-BbIYUCNIUTENbHASA MalLMHa

CpeacTBO BbIYUCTIUTENTbHOW TEXHUKM

CneuunaneHoe nporpammHoe obecneveHne

Cuctema ynpasneHunsa 6asammn gaHHbIX

Application programming interface, nporpamMMHbIA UHTEPENC NPUNOKEHUS
(Lightweight Directory Access Protocol — «nerkoBecHbIt MPOTOKON AocTyna K
KaTtanoram») — nNPOTOKOM MNPUKNaAHOrO YPOBHA AN Joctyna K cnyxbte
kaTanoros X.500
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NMEPEYEHb PUCYHKOB
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